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1. The most significant new features and enhancements 

M-Files
®
 is a powerful, easy-to-use document management software application that solves the 

problems of managing, finding, and tracking information in companies and other organizations of all 

sizes. M-Files helps businesses succeed in today's fast-paced information-intensive environment by 

improving efficiency and maximizing the reusability of information.  

The development of M-Files 8.0 focused in particular on large entities, such as versatile management 

and automation of permissions, implementation of various standards and types of instructions with M-

Files, and reporting and analysis of information by means of data saved in M-Files. M-Files can now 

be accessed also by mobile device (M-Files Mobile Access) while Web publication also provides 

some new functions.  

As a result of close collaboration between M-Files Corporation and Microsoft, M-Files Cloud Vault is 

available as an Azure cloud service, and both online and on-the-premises components are integrated 

with Dynamics CRM. 

With the new release, we wish to provide our customers with many useful ways to develop and 

improve operational efficiency and spend more of the on higher-level objectives. M-Files 8.0 offers 

exactly the right tools and functions for this! 

1.1 The list of the main new features 

M-Files 8.0 offers a variety of new features and enhancements, including: 

V M-Files Cloud Vault is now available on the highly secure and scalable Windows Azure cloud 

platform. 

V Integration with Microsoft Dynamics CRM 2011 (Online, On-premise and hybrid deployments) 

with M-Files cloud and on-premise components. 

V M-Files Reporting features and tools for improved tracking, analysis and Business Intelligence. 

V Search enhancements, including improved organization of search results based on relevance 

criteria, such as creation and modification dates, or how many times documents have been 

accessed or modified. 

V Metadata-driven permissions, allowing automatic modification of access rights based on 

changes to metadata, for instance, granting access to a larger group when a document is 

approved for distribution. 

V Enhanced FDA Title 21 CFR Part 11 compliance support, required in industries such as 

pharmaceutical and medical device manufacturing, biotechnology, biologics, and related 

industries (note, this is also supported with M-Files 7.0). 

V Mobile access to M-Files vaults provides read access to documents supporting intuitive touch 

gestures. 

V Publishing enhancements for providing access to documents over the Internet via M-Files Web 

Access. 

V Compatibility with Autodesk AutoCAD and AutoCAD LT 2012. 

V Support for all scanners (also for those using TWAIN drivers). 

V New language versions: Czech, Bulgarian, etc. 
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1.2 M-Files Cloud Services and CRM integrations 

1.2.1 M-Files Cloud Vault 

For more details, please refer to the M-Files Cloud Vault Powered by Windows Azure service 

information on our Web site: www.m-files.com/cloudvault. 

1.2.2 M-Files for Dynamics CRM 

Please refer to the M-Files for Dynamics CRM integration details on our Web site:  

www.m-files.com/dynamics. 

1.2.3 M-Files for Salesforce.com 

Please refer to the M-Files for Saleforce CRM integration details on our Web site:  

www.m-files.com/salesforce. 

 

Please contact our sales team for online or on-site presentations of our cloud services and CRM 

integrations! You can send e-mail to the address sales@m-files.com or call us at: 

USA and other countries: 

Tel. 1 (972) 516-4210 

Fax 1 (972) 516-4211 

Finland and other countries: 

Tel. +358 3 3138 7500 

Fax +358 3 3138 7550 

 

 

http://www.m-files.com/cloudvault
http://www.m-files.com/dynamics
http://www.m-files.com/salesforce
mailto:myynti@m-files.fi
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2. System requirements and upgrading to version 8.0 

2.1 System requirements for M-Files 8.0 

M-Files is compatible with both 32-bit and 64-bit Microsoft Windows operating systems. The 32-bit 

and 64-bit systems have separate installation programs.  

The M-Files software can be installed in computers running on one of the following operating 

systems: 

¶ Windows Server 2008 R2 

¶ Windows Server 2008 

¶ Windows Server 2003 Service Pack 1 or later 

¶ Windows 7 

¶ Windows Vista 

¶ Windows XP Service Pack 2 or later 

The operating system version can be either Workstation or Server. Ensure that the target computer has 

at least 100 MB of free space for the M-Files Client installation. Ensure that the target computer also 

has at least 500 MB of free space for the M-Files Server installation. The space required by the 

document vault depends on the number and size of the documents and other objects to be stored.  

Mac and Linux users can access M-Files via a browser-based user interface. 

2.2 How to upgrade M-Files 

Our subscription customers have the right to update the M-Files software at no charge. If you need 

support for the installation or update, or if you want to gain as much benefit from the M-Files 8.0 

features as possible for the specific needs of your company, our consultants' services are available. 

Our customer service staff helps with licensing and subscription matters. 

Update instructions: 

http://www.m-files.com/eng/res/How_to_upgrade_M-Files_software.pdf 

Please contact our customer service or consulting services staff by sending e-mail to the address 

sales@m-files.com. 

Our technical support personnel answer questions sent to the address support@m-files.com or at 

http://support.m-files.com.  

You can also contact our services by calling us: 

USA and other countries: 

Tel. 1 (972) 516-4210 

Fax 1 (972) 516-4211 

Finland and other countries: 

Tel. +358 3 3138 7500 

Fax +358 3 3138 7550 

We hope you will enjoy cooperating with us and working with M-Files in the future! Please 

do not hesitate to contact us with any questions. We invite you to join us on the M-Files Web 

site: www.m-files.com. 

 

 

http://www.m-files.com/eng/res/How_to_upgrade_M-Files_software.pdf
mailto:%20sales@m-files.com
mailto:support@m-files.com
http://support.m-files.com/
http://www.m-files.com/
http://www.m-files.com/
http://www.m-files.com/
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3. M-Files Reporting and exporting data from M-Files 

Saving and protecting data is important, but the saved data must also be available for analysis. In 

addition to being able to save various types of data in M-Files, you can create various reports using 

stored data. The reports can be used to gather information on, for example, sales processes, completed 

projects, the size of the proposal base, volumes of orders, participation in training, and sales by each 

salesperson itemized by customer. Graphical reports make the data analysis quick and easy. 

 

M-Files Reporting addresses a number of data reporting and exporting needs 
by generating a variety of charts and visualizations, such as: 

¶ Create graphic visualizations of M-Files object relationships. 

¶ Business reports providing facts and figures from stored data. 

¶ Analytical calculations for decision support. 

¶ Display external content in M-Files, such as data from CRM and ERP systems. 

 
View reports with the familiar M-Files Windows Explorer user interface 

¶ With M-Files Reporting reports and dashboards are published using the standard M-Files 

Windows Explorer interface. 

¶ The visibility of reports and dashboards is controlled in the same way that visibility is 

controlled for documents in M-Files. 

¶ Documents can be shown in the same view as other objects and reports, and all reports can be 

easily printed and exported to common file formats such as Excel, Word or PDF. 

 
M-Files Reporting can create management dashboards for your organization! 

 

M-Files Reporting lets you analyze not only the data associated with your document vault, but also 

data from other systems such as your organizationôs CRM and ERP. For example, this makes it 

possible to show the latest sales and production figures in addition to analyzing your document 

approval processes through the same interface. 

 

Some example reports 

In real-world operation, reports can be generated from any document vault metadata as well as data 

from external sources. The examples below show reports created on the basis of metadata saved in  

M-Files:  
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Total sales by all sales persons. 

 

Sales report by a sales person. 
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Proposal hit rate report. 

 

Workflow efficiency report. 
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Project Documentation Report. 

For more information about improving your Business Intelligence with M-Files Reporting, please 

contact us at sales@m-files.com. 

3.1 Updating the license code for M-Files Reporting and data export 

M-Files Reporting is available for a separate fee and it can be activated with an accompanying license 

code. The license code for M-Files Reporting enables data export from M-Files to create reports and 

display them in the M-Files user interface.  

For you to activate M-Files Reporting, the license code must be activated on your system. The license 

is provided on a subscription basis. Activate or update the license code in M-Files Server 

Administration (License Management). 

3.2 Report object type and class 

To display the reports, M-Files has a new built-in object type and class for reports. By default, the 

Report object type is hidden from the users. Provide the required access rights for the Report object 

type so that actual reports can be created in the client software. 

3.3 Data export for reports 

M-Files Reporting Data Services enables data export from M-Files to external databases (SQL 

Server). The administrator can specify which data will be exported manually or on a scheduled basis 

from M-Files for reporting or other purposes. M-Files Reporting Data Service functionality is installed 

in conjunction with the M-Files server.  

In M-Files Server Administrator, you can specify by vault which data you want to export for 

reporting. You can export data for other use, as well. Select Data Export and Reporting and create a 

new data set to export.  

3.3.1 General settings for the data set 

Name 

Supply a descriptive name for the data set. 

Data to export 

Specify the objects and properties that you want to export to the external database. For example, you 

can export different customer, project, and event data. Using such data, you can create various reports, 

such as sales by month, size of the proposal base, or open projects by customer.  

The link that opens Project Plan 

documents tagged to the Office 

Design project. 

mailto:myynti@m-files.fi
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OLE DB connection string 

For more information, refer to the User's Guide under Object Types / Connection to External 

Database. 

 

This example describes export of order documents and customers, and properties associated with 

them that will be used in the report. Stored data can be used, for example, in creating sales reports by 

customer and country. 

3.3.2 Advanced data set 

User identity  

Select a user whose identity you want to use to read data from M-Files to the reporting services. The 

most suitable user is a "regular" user without any extended rights. If you use, for example, your own 

user identity that has a system administrator role, data that you do not want to expose to all users could 

end up in the reports displayed by the client software. 

Scheduling 

Use scheduling if you want to update the data exported to the reports at certain intervals. It is 

recommended to schedule the data export to be performed once a day/week/month. The reports are 

updated at the same time. If you do not select scheduling, the data will not be updated after export.  

You can also create a separate update link in the reporting services so that the user can update the 

report in the client software whenever desired. Refer to the additional instructions: M-Files Reporting 

- Getting Started Guide.  

http://www.m-files.com/eng/res/M-Files_Reporting_Getting_Started_Guide.pdf
http://www.m-files.com/eng/res/M-Files_Reporting_Getting_Started_Guide.pdf
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On the "Advanced" tab, specify the identity to be used for reading data in from M-Files for the 

reporting service, and the schedule for data updates. 

3.3.3 Property history and old values 

You can specify by property whether the property's change history or old values should also be 

exported. You can access the property's history data options by clicking the Edit button (on theHistory 

and Old Values tab).  
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If you want to export the property's change history or old values, first select the property whose 

history data you want to export. You can access the property's history data options by clicking the 

"Edit" button.  Then select the "History and Old Values" tab.  

Export the change history of this property 

The change history adds an entry of each change in the property value to the data set. This makes it 

possible to answer questions such as this: "What was the total value of deals closed in August?" The 

report interprets change from No status to Yes status during August. 

Export the old values of this property, using sampling 

Sampling adds the sampling history of this property to the data set. This makes it possible to answer 

questions such as this: "What was the total value of open invoices at the end of August?" The report 

then interprets the total value of open invoices ("Not paid") at a specific point in time. 

¶ Sample at: You can specify whether the sample is to be taken at the end of the day, week, 

month, or year. Then the sample is taken at the last moment of the day in question, before the 

change of the day. 

History length 

You can specify the length of the time period for the change history or sampling. If the frequency of 

sampling is high (e.g., daily), it is recommended to restrict the length of the history period in order to 

avoid expanding the database unnecessarily and to increase the speed of the export function. 
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You can export: 

¶ full history, 

¶ history data for a specified fixed-length period, or 

¶ from a specific date onward. 

 

You can select to export also the change history or old values with the property.  

3.3.4 Report Access Identity 

The report access identity is the identity that is used in retrieval of reports from the reporting services 

to the M-Files Client and in reading them. You can find this function in the task area after selecting 

the Data Export and Reporting functions. 

Windows user identity 

Reports are accessed via the user's Windows account. This is the recommended choice in the 

Windows domain environment. 

Specific identity 

The identity specified here can be a local Windows account, a domain account, or some other account 

recognized by the reporting service. 

Specify a dedicated reporting account with limited permissions for the reporting services.  
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Specify the identity that you use for reading the reports from the reporting services for M-Files.  

3.4 Creation of reports and the required software 

M-Files Reporting Data Services enables data export from M-Files to external databases. The actual 

reports are created by means of the Microsoft SQL Server Reporting Services infrastructure, which 

must be implemented and configured correctly.  

When reports have been created and they are to be used in M-Files, SQL Server Reporting Services 

contacts the database to which the data export was done from M-Files, creating a report when M-Flies 

Client so requires.  

Microsoft's SQL Server Reporting Services infrastructure can be installed with the SQL Server 

installation package (SQL Server 2008 or SQL Server 2008 R2).  

Also the SQL Server Express versions can be used in reporting. Then select the SQL Server 2008 R2 

Express with Advanced Services installation package. You can download it from Microsoft's Web site 

at http://www.microsoft.com/express/Database/. 

In building the reports, you also need Business Intelligence Development Studio or, a simpler tool, 

Report Builder . The person planning the reports must be experienced in this and have the skills 

required for creating reports. Please contact our consulting services and we will be happy to help you 

with building the reports (sales@m-files.com). 

For more information on installing Microsoft's reporting services, please consult Microsoft's Web 

pages and M-Files technical support (support@m-files.com). Also refer to the additional instructions: 

M-Files Reporting - Getting Started Guide. Note: Instructions on how to build and create customer-

specific reports and in the use of third-party software are available from the M-Files technical support 

staff for a separate fee.  

 

http://www.microsoft.com/express/Database/
mailto:tuki@m-files.fi
http://www.m-files.com/eng/res/M-Files_Reporting_Getting_Started_Guide.pdf
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Report data flow

M-Files Client

M-Files Reporting Data
Services

Report Data
DB

M-Files Server

M-Files
Vault DB

SQL Server Reporting Services

Report
Storage

DB

 

Description of transfer of the data from M-Files to the database and, from there, to SQL Server 

Reporting Services ï where the actual reports are created for retrieval by M-Files Client. 

 

M-Files offers shortcuts to SQL Server Reporting Services if the services are installed. A link to the 

specification of the user identity for the report can also be found in the task area. 

3.5 Reports and their properties in the client software 

When a report has been created, it can be retrieved for use in M-Files Client. For the reports to be 

displayed in M-Files, .NET Framework 3.5 Service Pack 1 or .NET Framework 4.0 must be installed. 

Client Profile  is also a suitable solution. When necessary, M-Files will suggest installation, if 

installation is possible. 

Create a new report object for the report in the client software (note that you must have rights to 

create objects of the Report type). Specify the report properties: 

Report name 

Give as descriptive a name as possible for the report. 
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Report URL 

Give the URL that will be used for retrieving the report from the reporting services to M-Files. The 

same URL can be used to retrieve the report in the browser. Note, however, that this address will not 

be displayed in the browser's address field after opening of the report. Refer to the additional 

instructions: M-Files Reporting - Getting Started Guide. 

3.5.1 Attaching the report to the view 

You can attach the report to, for example, the view Sales by customer or Proposals by salesperson. 

With the Reports function in View menu, you can attach the report to the view and specify its location. 

If you want this setting to apply for all users, select the option Common to all users in the view 

settings. In order to define a common view, you need document vault permission for managing the 

document vault's common views.  

3.5.2 Associating the report object with other objects 

You can associate the Report object with other objects, such as Customer. As specified in the 

reporting services settings, you can display the report data by customer by selecting a customer from 

the list. Then M-Files will show the data (e.g., sales by month) for only this specific customer in the 

report. When you select another customer, the report will be updated with data related to that 

customer. Refer to the additional instructions: M-Files Reporting - Getting Started Guide. 

3.5.3 Bringing the report up to date 

The data in the report displayed will be based on the latest data exported either manually or on a 

scheduled basis from M-Files to the reporting service. If a separate update link was created for this 

report in the reporting services, the report can be updated whenever desired from the client software. 

Refer to the additional instructions: M-Files Reporting - Getting Started Guide. 

3.5.4 Print and export functions 

You can export the report as-is to various file formats (for example, PDF, Word, and XML formats). 

Note: The report is exported in static form and it cannot be edited in other applications. You can also 

use the basic print functions.

http://www.m-files.com/eng/res/M-Files_Reporting_Getting_Started_Guide.pdf
http://www.m-files.com/eng/res/M-Files_Reporting_Getting_Started_Guide.pdf
http://www.m-files.com/eng/res/M-Files_Reporting_Getting_Started_Guide.pdf
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The reports are displayed in the M-Files preview mode. You can change the default location by using 

the "Location" feature. 

 

You can open the report in a pop-up window by double-clicking it. The pop-up window can be 

enlarged. 



 

22.9.2011  19/64 

4. Improvements to searches 

Because of organizations' growing volume of information and the increased number of files and 

documents, it is becoming more and more important that finding the right documents be quick and 

easy. Search functions are a core part of M-Files, and the new version provides the essential and useful 

search results in a better order. 

Furthermore, improvements were made in relation to search with different forms of words. Now 

searches with irregular inflections and compounds give better results than before. 

4.1 Display of the most relevant result first 

The easiest and fastest way to use the search function is to enter the search string in the quick search 

field. The search then shows you the desired result among the first results. To achieve this order of 

search results, it is essential to emphasize elements that are relevant to the user. This section provides 

information on the methods that M-Files uses in searches and for offering the most relevant result for 

the search string supplied. 

4.1.1 New and common properties 

The following information is of primary importance for providing search results: 

1. When was this document or other object created? 

2. When and how many times was the document or other object edited? 

3. When and how many times was it processed? 

Using this information, the user is provided with relevant data on the organization's newest and 

most commonly used documents or other objects. If several years have passed since the creation of 

the document and the document has not been updated for a long time, the document is not considered 

very relevant for the user and it is not included among the first search results. 

4.1.2 Appearance of the search string in metadata and file contents 

In addition to the information related to document handling mentioned above, the appearance of the 

search string in metadata and/or file contents influences the order of the search results. An item's 

location among the search results is influenced by the search string appearing in the following: 

1. The name or title of the document or other object 

2. Other metadata than the name or title of the document or other object  

3. File contents 

The name is of special importance because the document or object name often contains essential 

information on the contents. Also, M-Files ignores certain metadata that tend to decrease the relevance 

of the search results. Full-text search in file contents is influenced by, for example, the length of the 

file in such a way that the shorter document is given more importance than the long one when the two 

have the same number of matches for the search string. However, the metadata will always be given 

greater importance than the file contents in determination of the order of the search results. 

Note: The set of search results is influenced, of course, by the search criteria, which may include 

search of the metadata, file contents, or both.  

Definitions that influence the search results may be changed in the registry settings. 

4.2 Language analyzer improvements related to different forms of words 

In many languages, the words are inflected according to their grammatical case or number. It is 

important for the user to get the desired search result without entering the word or words in exactly the 

form in which they were saved. Earlier versions of M-Files support searches with different inflected 

forms, but version 8.0 is even more advanced in this respect. The examples below show some of the 

improvements in the language analyzer: 
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4.2.1 Irregular inflected forms of words in English 

You can search with the basic form of the verb, using the search term "teach," for example. The search 

results include all objects where the verb is in the basic form or another tense (including, for example, 

the forms "teach" and "taught"). Similar search results can be found with other irregular verbs, such as 

"drive," "drove," and "driven." M-Files gives all results that include the verb, regardless of the 

conjugated form.  

If your search term is "criterion," the search results will also include objects where the word is in its 

irregular plural form, "criteria." This means that you can perform searches with any inflected form of 

the word. M-Files will give you all results that include a form of the word. It does not matter whether 

the inflected form of the word is regular or irregular. 

4.2.2 Compounds in Finnish 

In Finnish, words describing the same concept are usually written as compounds, such as 

"tavarajuna," "palvelusopimus," and "tutustumistarjous." It may be difficult for the user to remember 

or know whether such a word was written in a grammatically correct form (that is, as an unbroken, 

single-word compound) when the file was saved. Moreover, if the compound is made up of more than 

two words or other words are connected to it, it may be difficult to remember the order in the long 

word pairs or compounds used.  

In M-Files 8.0, the user can enter all parts of the compound, as separate words or a single-word 

compound, in the search field. M-Files finds all results, whether the words are written as separate or 

combined words in the document or other object. The search can also be performed with just one word 

that is part of the single-word compound.  

Example: 

¶ päätös vakuutushakemuksesta: you can enter the search terms "vakuutus päätös" or 

"hakemuspäätös" 

¶ osamaksusopimus Yritys X:n kanssa: you can enter the search terms "Yritys X osamaksu" or 

"Yritys X:n sopimus" 

¶ Tampere-talon vuokrasopimus: you can enter the search terms "Tampere-talo vuokra" 

¶ osto hyväksyntä: you can enter the search term "ostohyväksyntä" 

Thanks to these improvements, the "*" sign is not needed in most cases if one is searching with the 

whole root in cases where in a compound or an inflected form ("sopimus," "sopimuksia," "päätös," 

"maksu," "maksaminen," "osto," or similar) was used.   

4.2.3 Full-text search properties: selecting a secondary language 

In M-Files 8.0, you can specify not only the primary language but also a secondary language, if the 

language analyzer supports the primary language. Language analyzer support covers the 

improvements related to irregular forms as mentioned above and splitting of compounds into their 

component parts.  

Select the most commonly used language as the primary language and, if desired, a less commonly 

used language as the secondary language. In practice, the order of these languages does not have any 

great influence on the search results. 

Note: Selecting a language or languages improves the probability of finding the right search results. 

Even if a certain language was not added, the full-text search gives results if words in this language 

were used in the search. Selection of a language may be important when one is searching with, for 

example, different inflected forms of the word.  
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Specify the primary and secondary language in the vault settings. 
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5. Improvements in usability and some other new features 

Improvements were made for M-Files 8.0 in order to make the daily use of the software easier. 

5.1 Adding new objects directly from the name or title  

Usually, contact persons, documents, and projects are associated with a certain customer. The 

customer is often the main object, with objects of other types being associated with it.  

The new version of M-Files offers an easy way to create new sub-objects: 

¶ right-click the main object (e.g., Customer) or the related sub-object (Contact Person X) to 

display the "New" function  

¶ right-click the object type title of the related objects to display the "New" function 

Then the new object that you created is given the same main object value (e.g., the same customer 

name) as other sub-objects related to the main object. You can, for example, easily add new contact 

persons to a customer, after which the correct customer data will be automatically inserted for these 

new contact persons. 

 

If you use this function to create a new object via the object type title or sub-object title, you can 

create objects of the same type only.  

 

 

 
Right-click the object type title of the related objects in order to display a shortcut for creation of 

object of the same type. 

5.1.1 M-Files Server Administration settings 

In order for you to be able to use the functions mentioned above, you must specify in the object type 

hierarchy that the related sub-objects are sub-objects of the main object. This definition is specific to 

each object type. For example, the Contact person object type is a sub-object of the Customer object 

type. For more information, refer to the manual Object Type Properties / Advanced.  

 

The main object values are always inserted by default for the documents, so this specification is not 

necessary for the document object type.  

5.2 Number of related objects, by object type 

When displaying the search results, M-Files automatically groups the results by object type. The 

number of search results for the object type is indicated in the grouping. Now, the number of search 

results for the object type is indicated also in the object type titles for the related objects. If a "+" sign 

is shown in the object type title, there are more related objects than are displayed (example: 

Documents (50+)).  

5.3 Functions without checkout 

Document management is now easier, since checkout is no longer required for specific functions: 

Multi-file documents 

You can add and remove files in a multi-file document without checking it out for editing. Also, you 

can rename files without checkout. You can also replace a file and convert a multi-file document that 

contains just one file to a single-file document without checkout. 
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Single-file documents 

You can also replace a file and convert a single-file document into a multi-file document without 

checkout.  

Note: If you are saving the file with the Save or Save As function, the document must be checked out. 

5.4 Support for AutoCAD 2012 

M-Files 8.0 supports Autodesk AutoCAD and AutoCAD LT 2012 (support also for versions 

2004ī2011).  

5.5 Support for TWAIN drivers 

Support for all scanners in the market, also for those using TWAIN drivers in the M-Files Client. 
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6. Extended automatic permissions 

The earlier versions of M-Files already enabled definition of various automatic and default 

permissions, and they also provided user definitions based on metadata for use in workflows. In 

addition to these permissions, M-Files 8.0 provides extended automatic permissions, which can be 

used to specify even stronger security policies, by means of automatic permissions for the values 

selected in the object metadata. Also users determined by the metadata (i.e., pseudo-users) can be 

utilized in the automatic permissions. These new properties can be used to improve and automate the 

use and protection of documents and other objects. Also the individual user can be offered more 

essential information, decreasing the processing of unnecessary data. 

The extended automatic permissions mean that the actual final object receives automatic 

permissions when a value with automatic permissions specified is added to the object.  

6.1 Phases of implementation of extended automatic permissions 

In order for you to be able to use the extended automatic permissions based on the metadata, you 

should 

1. activate the extended metadata-driven permissions by vault if you are updating the vault to 

version 8.0 

2. activate the automatic permissions for the desired property definitions 

3. specify the automatic permissions by value, value list, or object type 

The following section provides more detailed information on the implementation of these properties. 

6.2 Implementation of extended automatic metadata-driven permissions by vault 

In order for you to be able to use extended automatic permissions after updating the vault to version 

8.0, extended metadata-driven permissions must be activated. For new vaults, extended automatic 

permissions are active by default and their activation is not needed. 
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Activate automatic permissions by vault during the vault update. 

Note: You cannot undo this operation.  

Note: If you have specified automatic permissions for values in previous versions of M-Files, it is 

strongly recommended that you check that the permissions are still working as desired. 

6.3 Implementation of extended automatic permissions by property definition  

For you to be able to use the automatic permissions via a specific property, you should allow this in 

the property definition's properties. For the Class property definition, the automatic permissions are 

active by default, so activation is not needed in this case.  

Example 1 and Example 2 

For the Project property definition, the automatic permissions are activated as follows: 

 

Do not forget to allow the automatic permissions by property definition. 
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6.4 Extended automatic permissions by value list and object type 

The actual final object receives automatic permissions when a value with automatic permissions 

specified is added to the object.  

You can activate the automatic permissions by value, value list, object type, or class. The following 

example describes definition of the automatic permissions by object type. You can define the 

automatic permissions for the value list in the same way.  

Example 1: automatic permissions by object type for all projects 

You want to activate specific automatic permissions for all projects. In the "Advanced" settings for the 

Project object type, specify the default for automatic permissions. The specified automatic 

permissions are then granted for the actual final object to which the object of this type is added as a 

property. When any project is added to the object, this object receives the automatic permissions that 

are set by default for the Project object type. 

In this example, the projects are used to grant project managers full permissions and give all other 

users read-only access to these objects. 

6.4.1 Automatic permissions  

Detail information on settings on the automatic permissions tab: 

Restrict the permissions of objects that refer to this value 

Activate the function Restrict the permissions of objects that refer to this value when you want to 

activate the automatic permissions.  

Use the object's own permissions 

You can use the permissions of the associated object (or value), such as a project, as automatic 

permissions. For more information, refer to Use a value's or object's own permissions as automatic 

permissions. 

Name 

Give as descriptive a name as possible to the automatic permissions set, because this information will 

be displayed by the client software.   

Specify permissions 

You can then specify the automatic permissions that are always activated automatically for the 

object when any project is added to the object's metadata. 

Note: If you do not allow any permissions, using this kind of value affects all the permissions for the 

object. 

Allow users to deactivate these restrictions 

You can also specify whether the users are allowed to deactivate the automatic permission 

restrictions created via this value, so that the users can delete the pre-set automatic permissions if they 

so desire.  

Then accept the automatic permissions specified (Change and Activate Objects' Permissions). 
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Example 1: The default for the automatic permissions is defined for the "Project" object type. This 

function can be found on the "Advanced" tab. 
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Example 1: Automatic permissions have been activated. Read-only access has been granted to all 

other users. In this example, the users are not allowed to deactivate the automatic permissions. 
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Example 1: Full permissions are granted to project managers.  

 

When you have added automatic permissions to a value, value list, or object type, M-Files will display 

the property definitions in which the automatic permissions are enabled and those in which they are 

disabled. Make sure that the automatic permissions are enabled for the desired property definition.  
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Note that the specified value must be selected for the explicit property definition for which you have 

enabled automatic permissions. In this example, automatic permissions were set for the Project object 

type and the automatic permissions were enabled for the Project property definition used for this 

purpose.  

Note: The value-specific settings always have priority over the settings made at value list and object 

type level. 

6.5 Extended value-specific automatic permissions 

The actual final object receives automatic permissions when a value with automatic permissions 

specified is added for the object.  

In addition to permissions by value list, object type, and class, you can define value-specific automatic 

permissions. You can specify an individual automatic permission for each separate project, class, or 

country. 

First select the value for which you want to specify a value-specific automatic permission. Next define 

the automatic permissions in the same way as when they are defined by value list or object type via the 

Permissions function. For more information, refer to the chapter Automatic permissions. 

Note: If you have specified automatic permissions to values in earlier versions of M-Files, it is 

strongly recommended to check that the permissions are still working as desired. 

Example 2: project-specific automatic permissions 

If you want to restrict the object's permissions on account of a specific project, select the project and 

activate the option Restrict the permissions of objects that refer to this value in the automatic 

permissions.  

You can then specify the automatic permissions that are to be activated automatically for the 

object whenever reference to this project is added to the object's metadata. 

Note: If you do not explicitly allow any permissions, using this kind of value restricts all permissions 

for the object. 

Note: The value-specific settings always have priority over the settings for a value list or object type.  
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Example 2: Select the project for which you want to specify the automatic permissions. Next specify 

the permissions for the selected project in the same way as those specified by value list or object type. 

6.6 Use a value's or object's own permissions as automatic permissions 

You can also specify that the permissions of the associated value or object itself, such as a project, are 

activated for the document with automatic permissions in use. Then, for example, a house project plan 

would receive the permissions of the project that is associated with the plan. For example, the project 

"House project Heaven" may have its own permissions that allow access by the project manager and 

project group only. When this project is associated with the house project plan, the same permissions 

are granted to the plan. The automatic permissions are then the same as the project's own permissions, 

so definition of separate automatic permissions for the project is not necessary. 

Note: If the associated object or value has automatic permissions via properties, these automatic 

permissions are not transferred to the actual object. 
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Select the option "Use the object's own permissions" when you want to use the associated object's own 

permissions as automatic permissions. 

6.7 Objects' automatic permissions taking effect 

When you have activated the automatic permissions in the property definition and by value, value list, 

and object type, M-Files automatically changes the permissions of the existing or new objects 

whose metadata content includes a value specifying automatic permissions.  

Note: The value using automatic permission must be selected for the property definition for which you 

have enabled the automatic permissions.  

Example 1: automatic permission for objects via any project 

In the chapter 6.4 we defined a default for the automatic permissions (all permissions given to project 

managers and read-only access to all other users) of the Project object type. Then the actual object, 

such as a project plan, is granted these permissions when any project is associated with the project 

plan. 
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Example 1: Any project is associated to the document. 

 

Example 1: The automatic permissions that are granted via a project are displayed under "Selected 

permissions" on the "Permissions" tab. 
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6.7.1 Selected permissions 

On the Permissions tab for the object, the user can check the permissions that influence the final 

permissions of the object. In order for any specific permission, such as read or edit access, to be 

granted for a specific user, all of the permissions in effect, at all levels, must allow it simultaneously.  

The object may have its own permissions, and it may also have different automatic permissions via the 

properties. Any given permission must be granted by all these settings in order to be effective. For 

more information on internal restrictions to permissions and valid permissions, refer to Chapter 7. 

Source  

The "Source" column indicates the source from which the object has received a given permission. In 

the example, the object has automatic permissions granted via the project (Project name [Project]), 

and the object's own permissions (This object). Both of them restrict the final permissions of the 

object. 

Description 

The "Description" column provides descriptive text for the permission. Note: If you have created an 

automatic permission by value, value list, or object type and named it, the name is displayed in this 

column. 

Active 

If the users have been allowed to deactivate the automatic permissions when specifying automatic 

permissions for the value, value list, or object type, the user can deactivate the automatic permissions 

granted via the value by deselecting the permission in question. Then the permission is not active 

anymore and it does not influence the object's final permissions. You can also use the function Use 

simplified permissions if you want to deactivate all automatic permissions (if allowed for all active 

automatic permissions). 



 

22.9.2011  35/64 

7. Internal restrictions to permissions 

As mentioned above, an object may have various of its own permissions and also automatic 

permissions granted via properties. It is important to notice that all these permissions restrict the use 

of the object when the extended automatic permissions have been activated. In order to grant 

specific access, such as read or edit access, for a certain user, all settings must allow it simultaneously. 

That is, any given permission must be granted by all active settings in order for it to be effective.  

Example 1: automatic permission for objects via any project  

The access that was specified for the object itself may cover full control of the document for all users 

while the automatic permissions via a project may restrict use of the document such that full control is 

granted to project managers only and all other users have read-only access. 

 

Example 1: Ability of automatic permissions via a project to restrict an object's own permissions (This 

object). 
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Example 3: Internal restrictions to permissions 

The user has set full control for all users of the object. Via the class, the object was granted 

permissions that give full control to the management and read-only access to all other users. Through 

the safety class property, the object was granted permissions that give full control to the management 

and edit rights to the HR department. Since any given right must be allowed by all of these settings in 

order to be valid, the settings mentioned above restrict each other such that the following permissions 

are ultimately valid: full control for the management, read-only access to the HR department, no rights 

at all for other users 

The final restrictions are always determined by the strictest settings; that is, all settings must allow 

the permissions simultaneously in order for them to be effective: 
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7.1 Checking the effective permissions by user or access right 

From the Permissions tab, you can easily check the effective permissions by user or access right.  

 

In this example, the user has chosen to display all users and their access rights. 
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In this example, the user views users who have edit access only. 

7.1.1 Changing the final permissions of the document or other object 

Because all permissions restrict the use of the objects, changes to final access rights can be made in 

different ways. In the M-Files Client, you can change access rights as follows: 

¶ You can change the object's own permissions from the Permissions tab. If the object has 

permissions granted via properties, the Details button is displayed on the Permissions tab. The 

button can be used to change the object's own permissions (first activate This object). 

¶ If deactivation of the automatic permissions is allowed, you can deactivate the automatic 

permissions by property. 

¶ You can change the object's properties via which automatic permissions were granted to the 

object (if allowed). You can also use the function Use simplified permissions if you want to 

deactivate all automatic permissions (if allowed for all active automatic permissions). 
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¶ If you cannot change the permissions or properties associated with the object itself and the 

automatic permissions granted via them, you should contact the administrator for changes of 

access rights. 

 

You can find the object's own permissions via the "Details" button. 
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8. Automatic definition of users on the basis of metadata 
(pseudo-users) 

"Automatic users" based on the object's metadata could already be utilized in workflows of version 

7.0. For example, a person who has been specified in Approved by in the object's metadata may have 

been specified automatically as the person to whom the task is assigned. With this approach, the 

assignment was not dependent on a designated person and was instead automated and associated with 

a property of the actual object (e.g., Approved by, Created by, or Last modified by).  

In version 8.0, these users defined by metadata can be specified in a broader scope via the 

properties. These users are also known as pseudo-users. Definition of pseudo-users does not require 

any implementation of extended automatic permissions. 

You can specify pseudo-users directly for the object and use these automatic pseudo-users for 

automatic permissions and named access control lists. Pseudo-users that are specified via properties 

can also be used in workflows when you want to specify people for assignments, send a notification to 

users, or define permissions for different states. 

You can specify pseudo-users via only those properties that are based on a Users or User groups value 

list. 

For example, you can specify that the project manager for a certain project always has access to an 

object if this project is indicated in the object's metadata. Then the project manager information is 

automatically delivered to the object with the project and, on the basis of automatic permissions, the 

user is granted project manager access rights to the object. In case the project manager is changed, the 

project manager information can easily be changed for the project. This information is transferred to 

the documents or other objects, so updating their project manager information separately is not 

necessary. 

You can also perform multilevel user definitions via properties. For example, you can search for the 

responsible salesperson via the project and customer. Then the customer has a specified responsible 

salesperson and the customer is associated with a certain project.  In this way, the information on the 

responsible salesperson is kept up to date constantly, because it is associated with the customer instead 

of each separate document. You can specify access for these pseudo-users by object or utilize them 

when defining the automatic permissions. 

 

Select "User from metadata" when you want to specify pseudo-users. You can find this dialog via the 

"Add" button. The project manager information retrieved via a project is selected here. 
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You can specify automatic permissions and utilize the pseudo-user definitions in, for example, the 

"contract of employment" class, which grants specific rights automatically to, for example, an 

employee's supervisor. In this example, the supervisor is automatically found with the employee 

information and this person is granted the appropriate rights. If the employee's supervisor changes, 

these rights are automatically granted to the new supervisor. 

In this example, employee is an actual object type, so a separate property is required for the user 

information based on a Users value list. 

 

You can utilize the pseudo-user definitions in the automatic permissions.  
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9. Other improvements in permissions 

9.1 Default permissions for new objects 

You can specify the default permission for new objects by type. When you create an object of this 

type, the new object is given these default permissions.  

 

Specify default permissions for the new objects as desired. 

Note: Also the object's own permissions restrict the final valid access rights in the same way 

permissions granted via metadata (properties) do. 

9.2 Separate delete access 

In M-Files 8.0 and more recent versions, edit access is divided into separate edit and delete access 

rights. This way, the user can be granted edit rights while deletion rights can be restricted. Note: 

Deletion access does not include any other rights, and edit permission does not encompass any 

deletion rights. 
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All users have edit and read access but not delete or permission change access. 

 

You can also use the property "Deletable by user/group" in the additional conditions. 
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9.3 User Groups value list 

Now the user groups also have their own value list. This means that user groups can also be specified 

as pseudo-users via the properties. Pseudo-users can be defined for use only via properties that are 

based on a Users or User groups value list. You can utilize the "User groups" value list for such 

operations as specification of the pseudo-users. 

9.4 "Current user" versus pseudo-user "Created by" 

The extended automatic permissions and switching to them creates some restrictions to the "Current 

user." In consideration of the pseudo-user extensions, it is recommended to replace the "current user" 

with, for example, the pseudo-user "Created by." Then the user information has a stronger tie to the 

object's metadata. 

9.5 Other improvements in permissions 

In addition to those mentioned above, the new version offers the following improvements:  

¶ Changes made to the named access control lists are transferred to the objects. 

¶ The permissions of the latest checked-in version also influence those of the older versions by 

default. You can use the older version to ignore the permissions of the version checked in most 

recently. 

 

You can ignore the permissions of the latest checked-in version on a version-specific basis. 
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10. FDA 21 CFR Part 11 compliance 

Companies using M-Files can manage their documents and processes efficiently and with quality. M-

Files can be used for compliance with various specifications, good manufacturing practices, general 

procedures, and documentation per standards. Moreover, M-Files provides functions to manage and 

monitor general documents associated with daily business.  

M-Files also meets the special requirements related to records and following various specifications 

and standards. For example, M-Files complies with the following standards and guidelines: the ISO 

9000 series, FDA 21 CFR Part 11, EU GMP Annex 11, HIPAA, and Sarbanes-Oxley.  

M-Files supports the administration of electronic records and signatures in compliance with FDA 

21 CFR Part 11. This involves maintenance of the detailed audit trail of actions performed on the 

documents, secure monitoring of individual actions, and certification of electronic signatures with 

usernames.  

The 21 CFR Part 11 compliance module is available for a separate fee. The 21 CFR Part 11  

compliance module includes event logging extensions and electronic signature functionality. Besides 

this, event logging in version 8.0 has new features that do not require the 21 CFR Part 11 compliance 

module. These new features related to event logging and electronic signature are presented in the 

following section. 

10.1 Updating of the license code and activation of the vault for compliance 

For activation of the 21 CFR Part 11 compliance module, the license code must be activated in the 

system. The license is provided on a subscription basis. Activate or update the license code in M-Files 

Server Administration (License Management). 

In addition to this, properties of the audit trail must be activated that are specific to the vault. Select 

the vault for which you want to activate these features and, on the Advanced tab, enable Audit trail 

features: 21 CFR Part 11 compliance. Electronic signatures are automatically enabled in connection 

with activation of the license code, without any vault-specific activation. 

 

Activate the desired vault to be compliant with 21 CFR Part 11. 
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10.2 Event Log 

10.2.1 Extensions to the basic event log functions (the CFR module is not required) 

Showing events XïXXXX 

You can browse the events page by page by using the arrow icons. A single page can display max. 

10,000 events. 

Define Filter 

You can specify the events to be displayed in the list by either object type or object ID. 

Export  

You can export and archive all or selected events in XML file format. 

Delete events XïXXXX 

In addition to being able to delete all events, you can select events for listing on the page and delete 

them ( this does not apply to filtered lists). 

 

Extended Event Log functions. 
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10.2.2 Detailed information on an individual event (the CFR module is required) 

Event Details provides detailed information on the saved changes.  

 

In order to view more detailed event information, you must have the CFR module activated. 

10.2.3 Number of events, and event types 

If  the CFR module is in use, the event log records all events, without any restrictions (when the server 

mode allows). Otherwise, the M-Files server removes the oldest events automatically if the number of 

the events exceeds 10,000.  

M-Files offers a versatile event log, but several new event types that can be covered by logging are 

enabled with the CFR module.  

Additional event types when the CFR module is in use: 

¶ User created 

¶ User modified 

¶ User deleted 
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¶ User group created 

¶ User group modified 

¶ User group deleted 

¶ Property definition deleted 

¶ Object undeleted  

¶ Event log exported 

¶ Event log cleared 

¶ Restoration from backup completed 

¶ Signature settings added 

¶ Signature settings modified 

¶ Signature settings deleted 

¶ Vault variable modified 

¶ Document vault created 

¶ Document vault created as a copy of another vault  

10.3 Electronic signatures 

The electronic signature offered by the 21 CFR Part 11 compliance module expands the versatile 

workflows of M-Files: the state transition can be certified with a username. This function can 

easily be used to certify, for example, approval of documents. 

10.3.1 Electronic signature for the workflow state transition  

Select the state to whose transition you want to add the electronic signature, and click the Edit button. 

Select State Transitions on the State Transition Permissions tab in State Properties. Activate the 

option Specify the allowed state transitions one by one. Select the desired state transition, and click the 

Permissions and Signature button.  

 

Select the desired state transition, and click the "Permissions and Signature" button.  
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Select the Electronic signature tab and define the signature. 

1. Enable the electronic signature for the state transition by selecting Require electronic signature for 

this state transition. 

2. Signature meaning: You can edit and add the desired information here (maximum number of 

characters: 500). Note: This text (placeholders will be replaced with correct data) is shown to the user 

who approves the state change with the electronic signature.  

3. Signature manifestation: You can edit and add the desired information here (maximum number of 

characters: 500). Note: This text (placeholders will be replaced with correct data) is shown as a 

signature property value in the metadata. 

4. Save to property: Select the property that the signature defined is associated with. Then the content 

(manifestation) of the signature that has been defined is displayed as the property value in the object's 

metadata. By default, M-Files offers the property definition "Signature manifestation." Alternatively, 

you can create a new property definition to be used for the signature.  

Note: If you first create a property in the Property definitions material, specify its permissions in such 

a way that the users can see the property used in the signatures but cannot edit it. 

If necessary, you can restore the default settings with the Restore Default Settings function. 

 

The electronic signature data. 
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The meaning of the signature is displayed to the user with the electronic signature.  

 

The signature content (manifestation) is displayed in the object's metadata. When one is defining this 

signature, the default property "Signature manifestation" is selected as the "Save to Property" 

property. 

10.3.2 Property definition for the signature 

M-Files offers its new built-in property definition "Signature manifestation" by default as a Save to 

Property property. 

Note: If you use the same property for signatures of all state transitions in the workflow, such as the 

default property "Signature manifestation," you can see only the latest signature manifestation in the 

metadata of the object's latest version. Other signatures with their contents (manifestations) can be 

found via the relevant object's version history. 

You can also create a separate property definition of your own for each signature of the relevant state 

transition in the workflow. Then you can see all of the properties created and their signature content 

(manifestations) in the metadata of the object's latest version. 

Note: If you first create a property in the Property definitions area, specify its permissions in such a 

way that the users can see the property used in the signatures but cannot edit it. 

10.3.3 Insertion in an Office document (Word, Excel, and PowerPoint) 

The signature contents (manifestation) can be added to an Office document in the same way as other 

M-Files properties.  

When the user selects the added property from the list, the property name, such as the name of the 

built-in property "Signature manifestation," is displayed. This is why it is recommended to make the 

name of the property as unambiguous as possible.  
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When the property is selected, M-Files automatically adds the actual signature manifestation to the 

document. You should bear this in mind when you define the contents of the signature. 

 

The signature content (manifestation) can be added to Office documents by means of the "Add 

Property" function. 

Note: If the signature is inserted in the Office document and you want to cancel the state transition, 

you should cancel it manually by removing the property value (signature manifestation) or the 

property itself, in order for the cancellation to apply for the document. In most cases, rolling back this 

kind of state transition to the previous state requires system administrator rights. 

10.3.4 Electronic signature of objects 

If an electronic signature has been defined for the state transition, the signature is always required for 

the user before the change in state. In order for the state to change, the object must be checked in.  

Change of state that requires a signature can only be done one object at a time. Only users using 

Windows authentication can perform state changes that require an electronic signature. The user adds 

an electronic signature to the state transition by entering his or her identification data and 

logging in. The electronic signature does not refer to an electronic "fingerprint"; it always requires 

entering the user identification and logging in. 

 

M-Files can also be used to address other standards, quality management systems, 

compliance requirements, guidelines, and procedures and processes in different fields. Log 

entries, audit trails, version history, and electronic signatures form one set of functions that 

M-Files can offer. To find out how M-Files can support your business by complying with 

applicable standards and specifications, please contact as at sales@m-files.com. 
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11. M-Files Mobile Access 

11.1 Functions on a mobile device 

M-Files can now be accessed on mobile devices! M-Files Mobile Access enables intuitive read-only 

access to documents stored in a vault - just point your web browser on your mobile device to the M-

Files Mobile Access URL (for more information, refer to Allowing M-Files Web Access for mobile 

use). 

 

The following section describes the mobile access, with screen shots as an aid. In addition to these 

functions, you can also mark as complete an assignment and also change state of a workflow as well 

as add commends.  

 

      

Logging in.       Vault selection. 



 

22.9.2011  53/64 

     

Vault-specific functions.     Object-specific functions. 

 

   

Search.       Search results. 
























