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1.

11

The most significant new features and enhancements

M-Files® is a powerful, easto-use document management software application that solves the
problems of managing, fiding, and tracking information in companies and other organizations of all
sizes. MFiles helps businesses succeed in today'spa=td informatiofintensive environment by
improving efficiency and maximizing the reusability of information.

The developrant of M-Files 8.0 focused in particular on large entities, such as versatile management
and automation of permissions, implementation of various standards and types of instructions with M
Files, and reporting and analysis of information by means of datdsn MFiles. MFiles can now

be accessedlso by mobile device (M-Files Mobile Access) while Web publication also provides
some new functions.

As a result of close collaboration betweerFNes Corporation and Microsoft, #iles Cloud Vault is
availabe as an Azure cloud service, and both online anthepremises components are integrated
with Dynamics CRM.

With the new release, we wish to provide our customers with many useful ways to develop and
improve operational efficiencyand spend more of then higherlevel objectives M-Files 8.0 offers
exactly the right tools and functions for this!

The list of the main new features

M-Files 8.0 offers a variety of new feats and enhancements, including:

v M-Files Cloud Vault is now available on the highlggee and scalable Windows Azure cloud
platform.

\Y Integration with Microsoft Dynamics CRM 2011 (Online,-Premise and hybrid deploymehts
with M-Filescloudand onpremise components

<

M-FilesReporting features and tools for improved tracking, analysiBashess Intelligence.

<

Search enhancements, including improved organization of search results based on relevance
criteria, such as creation and modification dates, or how many times documents have been
accessed or mdfied.

\) Metadatadriven permissions, alving automatic modification of access rights based on
changes to metadata, for instance, granting access to a larger group when a document is
approved for distribution.

\) Enhanced FDA Title 21 CFR Part 11 compliance support, required in industries such as
pharmaceutical and medical device manufacturing, biotechnology, biologicselated
industrieg(note, this is also supported with-Fles 7.0).

\) Mobile access to Mriles vaults provides read access to documents supporting intuitive touch
gestures.

\Y Publisling enhancements for providing access to documents over the InternefiliesMVeb
Access.

Compatibility with Autodesk AutoCAD and AutoCAD LT 2012
Support for all scanners (also for those using TWAIN drivers)

< <

\ New language versions: Czech, Bulgarian, et
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1.2 M-Files Cloud Services and CRM integrations

1.2.1 M-Files Cloud Vault

For more details,lpasereferto theM-Files Cloudvault Powered by Windows Azure service
information on our Web sitevww.m-files.com/claidvault.

1.2.2 M-Files for Dynamics CRM

Please refer to the Miles for Dynamics CRM integration details on our Web site:
www.m-files.com/dynamics

1.2.3 M-Files for Salesforce.com

Please refer to the Mriles for Salebrce CRM integration details on our Web site:
www.m-files.com/salesforce

Pleag contact our sales team for online @¥site presentatianof our cloud services and CRM
integratiors! You can send-enail to the addressales@nfiles.comor call us at:

USA and other countries
Tel. 1 (972) 5164210

Fax 1 (972) 5181211
Finland and other countries
Tel. +358 3 3138 7500

Fax +358 3 3138 7550
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2. System requirements and upgrading to version 8.0

2.1 System requirements for M-Files 8.0

M-Files is compatible with both 3t and 64bit Microsoft Windows operating systems. Thel82
and 64bit systems have separate installation programs.

The MFiles software can be installed immputers running on one of the following operating
systems:

1 Windows Server 2008 R2

1 Windows Server 2008

T Windows ServeR003 Service Pack 1 or later
1 Windows 7

T Windows Vista

T Windows XP Service Pack 2 or later

The operating system version can be either Waiikstar Server. Ensure that the target computer has
at least 100 MB of free space for theMes Client installation. Ensure that the target computer also
has at least 500 MB of free space for theFN&s Server installation. The space required by the
doaument vault depends on the number and size of the documents and other objects to be stored.

Mac and Linux users can accessH\les via a browsebased user interface.

2.2 How to upgrade M-Files

Our subscription customers have the right to update téléd ftware at no chargef you need

support for the installation or update, or if you want to gain as much benefit from-Eikd8.0

features as possible for the specific needs of your company, our consultants' services are available.
Our customer servicgtaff helps with licensing and subscription matters.

Update instructions:

http://www.mfiles.com/eng/res/How to upgrade-RMiles software.pdf

Please contact our customer seevior consulting services staff by sendinga&l to the address
sales@r¥iles.com

Our technical support personnel answer questions sent to the addpgsst@rHiles.comor at
http://support.nfiles.com

You can also contact our services by calling us:
USA and other countries

Tel. 1 (972) 5164210

Fax 1 (972) 5161211

Finland and other countries

Tel. +358 3 3138 7500

Fax +358 3138 7550

We hope you will enjoy cooperating with us and working witkilgls in the future! Please
do not hesitate to contact us with any questidvs.invite you to join us on the-Mles Web
site www.mfiles.com
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3. M-Files Reporting and exporting data from M-Files

Saving and protecting data is important, but the saved data must also be available for analysis. In
addtion to being able to save various types of data ifilds, youcan ceate various reports using
storeddata. The reports can be used to gather information on, for example, sales processes, completed
projects, the size of the proposal base, volumes of orders, participation in training, and sales by each
salesperson émized by customer. Graphical reports make the data analysis quick and easy.

M-Files Reporting addresses a number of data reporting and exporting needs
by generating a variety of charts and visualizations, such as:

1 Creategraphic visualizations d¥l1-Filesobject relationships.

1 Business reports providing facts and figures from stored data.
1 Analytical calculations for decision support.
1

Display external content in Miles, such as data from CRM and ERP systems.

View reports with the familiar M-Files Windows Explorer user interface

1 With M-Files Reporting reports and dashboards are published using the standdles M
Windows Explorer interface.

| The Vvisibility of reports and dashboards is controlled in the same way that visibility is
controlled for documents iM-Files.

1 Documents can be shown in the same view as other objects and reports, and all reports can be
easily printed and exported to common file formats such as Excel, Word or PDF.

M-Files Reporting can create management dashboards for your organization!

M-Files Reporting lets you analyze not only the data associated with your document vault, but also
data from other systems such as your organi za
possible to show the latest sales and production figures iicedtio analyzing your document
approval processes through the same interface.

Some example reports

In realworld operation, reports can be generated fesm document vault metadata as well as data
from external sourcesThe examples below show repocteated on the basis of metadata saved in
M-Files:

22.9.2011 7/64



®v|jﬂ ¥ Computer b M-Files (M) » CRM » 1 Sales Activity

3 | Open Propasals | b‘ By Person »

File Edit ‘iew Tools MNew Operations Settings Help

Organize = View « New = Operations Settings «

Seatch only: Reports

@ Type search words

-
- Search

Responsible person &

3 Andy Mash (ndyh)

S Bill Richards (8illRy
EJonathan Lackhart (Jonathanl)
@Samue\ Lewis (Sarnuell)
QTma Smith {Tinas)

Import Leads

ey e e

Total saledvy all sales persons

% Root
. Checked Out to Me
wm Favorites 150000 |
wm Recently Accessed by Me
®
i 100000 ~
[i1 LogOut i
50000
o

[ep——— [SP—

Type

Wirtual Folder
Wirtual Folder
Wirtual Folder
Wirtual Folder
Wirtual Folder

Open Proposals by Sales Person

242011 L1547 P

®v|jﬂ v Computer b M-Files (M) » CRM » 1 Sales Activity » Open Proposals » By Person »

File Edit ‘“iew Tools MNew Operations Settings  Help

Organize » View » New » Operations Settings *

Seatch only: Reports

@ Type search words

- Search

200000
150000
ed Out to Me
Favorites.
2
Recently Accessed by Me : .
[ LogOut

50000
o

Sales eport by a sales person.

22.9.2011

Responsible person & Type

EAndy Mash (AndyM) Wirtual Folder
EE\HRichards(E\HR) Wirtual Folder
anathan Lockhart {Jonathanl) Wirtual Falder
@Samu&\ Lewis (Sarmuell) Wirtual Falder
QTma Smith (Tina%) Wirtual Folder

Open Proposals by Sales Person

SIZUR011 LIEST PN
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K[ » compumn + Mhrim) » Semiets + 1.Ovaments » G » gl »

View v

Ouganize v

Haw v

Openstions v Satings v

Proposalhit rate report

Purchase invoice

3

s Title

Hods Tithe

54

5 v search vards < e
Hame = Crested by

BN Accepted Propesals Only
» WProposal 7901 - City of Chicaga [Planning and Develo-.. John Stewart
» W{Proposal 7702 - ABuA Cansulting (AEC).doc Jehn Stewart
» Proposal 7703 - Tennessee Land Surveyors (Mashvillel.. John Stewart
> 1] Propossl 7704 - Tennesste Land Surveyors (Neshilk)... John Stewsrt
> #]Proposel 7705 - ABA Consulting (AEC).oc John Stewart
> 1] Prpossl 7706 - ARA Cansulting (AECL.oc John Stewart
> 1] Praposs! 7707 - Lance Seith Engineeting (urveyingl.. John Stewart
> 0] Propossl 7708 - City of Chicage [Plenning and Develo... John Stewart
> ] Proposal 7708 - Tennessee Land Surveyors (Neshvilk)... John Stewart
"2 Praposal 710 - Resce, Murphy and Partners pa e Kramer
> ] Prposal 711 - SBC Souttmest Powerdoc. Tina Smith
> ] Proposal 712 - SBC Southmest Power doc. Tina Smith
> ] Proposal 713 - SAC Southmest Powerdoc. Tina Smith
> ] Praposal 714 - ARA Cansulting (A£C).doc Tina Smith
> ] Proposal 715 - ABA Cansulting (A£C].doc Tina Smth
» H]Proposal 716 - AA Cansaling (AEC].doc Tina Smith
» M}Proposal 717 - ESTT Corporaton (T).doc Tina Smith
5 H]Proposal 7718 - Reece, Murphy and Partnars doc Tina Smith
> E]Proposai 719 - ESTT Corporatien () doc Tina Smith
> ]Propossi 7120 - ESTT Corporatien () doc Tina $mith
> Wl Proposai 722 - S&C Southwst Pomer andy Nash

1]6ropossl Tempiatedoc Tina Smith

Accepted

FF

STKE
STKE
STHE
STKE
STKE
STKE
T
STk
STk

4
T
KB
KB
ST
STHE
STHE
sKe
sKE
S6KE
KB

53K

Date Modied
1272m1 104
1083008 1319
1082008 1319
1042008 1319
10520081319
10520081319
1052081319
10820081319
1082008 1319
1082008 1319
1772008 1508
1082008 1319
1082008 1319
1082008 1349
1082008 1319
10320081319
1032008 1319
10820081318
10820081318
10820081318
1042008 1318
1772008 1608
1042008 11:59

circulation

Assign time

User | o Stewas: Tina Sk Aex = Tear | 2003 2004. 2005 2006 =

Moot (1224578112 v

I Kimberley Miller
00 Mike Taylor

0-1 days

0-1 days

over 3 days
Axis Title

Approval time

I indy Mash
00 MikeTaylor

over 3 days

Axis Title

Workflow efficiency report.

22.9.201

1

24
1j
0 . .

7/14/2011 5:01:30 PM

Proposal Hit Rate

. Accepted
—Rejected

TH3/2011 3-46:55 PM
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3.1

3.2

3.3

3.3.1

Mame or title Agenda Project Plan Agreement

| documentsagged tahe Office
Designproject

Hospital .
Expansion .)
(Miami, FL)

CRM Application

Development ./j

Austin District .
Redevelopment Q ./I

Project Documentation Report.

Office Design . The Ink that opens Project Plar

For more information about improving yo®usiness Intelligence with Niles Reporting, please
contact us asales@nfiles.com

Updating the license code for M-Files Reporting and data export

M-Files Reportings available for a separate fee ahdan be aivated with araccompanying license
code. The license code for-Mles Reportingenables data export from-Niles to create reports and
display them in the Mriles user interface.

For you to activatdl-Files Reportingthe license code must be activatedyour system. The license
is provided on a subscription basis. Activate or update the license code-FiledMServer
Administration (License Managemeént

Report object type and class

To display the reports, Miles has a new builh object type and clasfor reports. By default, the
Reportobject type is hidden from the users. Provide the required access rights Repibeobject
type so that actual reports can be created in the client software.

Data export for reports

M-Files Reporting Data Servicegnables data export from -Miles to external databaseSQL
Sewer). The administrator can specify which data will be exported manually or on a scheduled basis
from M-Files for reporting or other purpos®4-Files Reporting Data Servidenctionality is irstalled

in conjunction with the Files server.

In M-Files Server Administrator, you can specify by vault which data you want to export for
repoting. You can export data for other use, as well. S&ata Export and Reportingand create a
new data settexport.

General settings for the data set

Name
Supply a descriptive name for the data set.

Data to export

Specify theobjects and propertiesthat you want to export to the external database. For example, you
can export different customer, project, anérg data. Using such data, you can create various reports,
such as sales by month, size of the proposal base, or open projects by customer.
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3.3.2

OLE DB connection string

For moreinformation, refer to the User's GuidaderObject Types / Connection to Extaln
Database

Data 5et Properties - 5ales by customer @

General | advanced

Mame: Sales by customer

Data to export

Data Details

=l Documents Filter: 'Class' = 'Order’
Created
Payment
= Customer
Customer name
Country

Add Objects... Add Property...

1)
7
[=]
T
-
*

Target database
OLE DB connection string:

[ Export Mow ] [ Status of Exporting. .. ] [ K ] [ Cancel ] [ Apply ] [ Help ]

This example describes export of order documents and customers, and properties associated with
them that wi be used in the report. Stor@thta can be used, for example, in creating sales reports by
customer and country.

Advanced data set

User identity

Select a user whose identity you want to use to read data fréitebito the reporting services. The
most suitable user is a "regular" user without any extended rights. If you use, for example, your own
user identity that has a system admsiirgtor role, data that you do not want to expose to all users could
end up in the reports displayed by the client software.

Scheduling

Use scheduling if you want to update the data exported to the reports at certain intervals. It is
recanmended to schedellthe data export to be performed once a day/week/month. The reports are
updated at the same time. If you do not select scheduling, the data will not be updated after export.

You can also create a separate update link in the reporting services so tnsgrtican update the
report in the client software whenever desired. Reféh¢oadditional instructiongvl-Files Reporting
- Getting Started Guide
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Data Set Properties - Sales by customer @
Use the identity of the following user when reading data:

Alex Kramer -

Scheduling

Export data on a scheduled basis

[ Schedule. .. |
At 0:00 every ma of every week, starting 25.5.2011 -

[ Export Mow ] [ Status of Exporting... ] [ K ] [ Cancel ] [ Apply ] [ Help ]

On the"Adwanced tab, specify the identity to be used for reading data in frotRilss for the
reporting service, and the schedule for data updates.
3.3.3 Property history and old values

You can specify by property whether the property's change history or old valued sifsmlbe
exported. You can access the property's history data options by clickigglithmitton (on thelistory
and Old Valuesab).
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Data Set Properties - Sales by customer @

General | advanced

Mame: Sales by customer

Data to export

Data Details

EH Documents Filter: 'Class' = 'Order’
Created
Payment
= Customer
Customer name
Country

Add Objects... ] [ Add Property... ] £ Edit. .. ] [ Remove ] +

Target database
OLE DB connection string:

[ Export Mow ] [ Status of Exporting... ] [ K ] [ Cancel ] [ Apply ] [ Help ]

If you want to export the property's change history or old values, first select the property whose
history data you wat to export. You can access the property's history data options by clicking the
"Edit" button. Then select thélistory and Old Valuéstab.

Export the change history of this property

The change history adds an entry of each change in the propertytovahgedata set. This makes it
possible to answer questions such as this: "What wasttilevalue of dealsclosed in August?" The
report interpretehangefrom No status toYesstatusduring August.

Export the old values of this property, using sampling

Sampling adds the sampling history of this property to the data set. This makes it possible to answer
questions such as this: "What was the total value of open invoiceseaatdhad Augusf" The report
then interprets the total value of open invoiceéof paid') at a specific point in time

| Sample at: You can specify whether the sample is to be taken at the end of the day, week,
month, or year. Then the sample is taken at the last moment of the day in question, before the
change of the day.

History length

You can specify the length of the time period for the change history or sampling. If the frequency of
sampling is high (e.g., daily), it is recommended to restrict the length of the history period in order to
avoid expanding the database unnecessariyt@increase the speed of the export function.
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3.34

You can export:
1 full history,
history data for a specified fixddngth period, or

1
1 from a specific date onward.

Property to Export - Custorner @

| General | History and Old Values |

Histary
[¥|Export the change history of this propertyi

Adds information on each change in the value of this property to the data set. This
enables answering questions such as "What was the total value of deals dosed in
August?™

[ Export the old values of this property using sampling
Sample at: End of a day

Adds a sampled history of the values of this property to the data set. This enables
answering guestions such as "What was the total value of open invoices at the end of
August?™

History length:
@) Eull history
_ Fixed-ength period
1 =| |days

") Starting from date: 1. 1.2010

oK ][ Cancel ][ Help

You can select to export also the change history or old values with the property.

Report Access ldentity

The report access identity is the identity that is used in retrieval of reports from onéngepervices

to the MFiles dient and inreading them. You can find this function in the task area after selecting
the Data Export and Reportinfynctions.

Windows user identity

Reports are accessed via the user's Windows account. This is the recommended choice in the
Windows domain environment.

Specific identity

The identity specified here can be a local Windows account, a domain account, orseEmaEaunt
recognized by the reporting service.

Specify a dedicated reporting account with limited permissions for the reporting services.
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3.4

Specify Report Access Identity @

Spedfy the identity that is used to access the reports in SQL Server Reporting
Services,

@) Windows user identity
Reports are accessed by means of users' Windows accounts, This is ﬁ'ue
recommended choice in a Windows domain environment.

Spedfic identity
Reports are accessed by means of this identity:

LL L L L]

FREEERRRD

[ oK ] | Cancel |

Specify the identity that you use for reading the reports from the reporting services-flesiM

Creation of reports and the required software

M-Files Reporting Data Servicemables data export from-Miles to external databases. The actual
reports are created by means of kierosoft SQL Server Reporting Servicesinfrastructure, which
must be implemented andrdigured correctly.

When reports have been created and they are to be usedrilrdISQL Server Reporting Services
contacts the database to which the data export was done frbited/ creating a report when-Mies
Client so requires.

Microsoft's SQL Server Reporting Services infrastructure can be installed with the SQL Server
instdlation packageSQL Server 2008r SQL Server 2008 R2

Also the SQL Server Express versions can be used in reporting. Then sefeQitis=rver 2008 R2
Express with Adveced Servicemstallation packagerou can download it from Microsoft's Web site
at http://www.microsoft.com/express/Database/

In building the reports, you also ne@iisiness Intelligence Developent Studio or, a simpler tool,

Report Builder. The person planning the reports must be experienced in this and have the skills
required for creating reports. Please contact our consulting services and we will be happy to help you
with building the reportgsales@r¥iles.com).

For more information on installing Microsoft's reporting services, please consult Microsoft's Web
pages and Mriles technical suppors{pport@rdfiles.con). Also refer to the adtional instrudions:
M-Files Reporting Getting Started GuideNote: Instructions on how to builand createustomer
specificreports and in the use of thipdirty software aravailable from the Mriles technical support

staff for a separate fee.
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3.5

< Report data flow

Report
Sorage

M-Fles Reporting Data
Services

0L Server Reporting Services

M-Fles dient M-Fles Server

Description of transfer of the data from-Mles to the database and, from there, to SQL Server
Reporting Service$ where the actual reports are creatext fetrieval by MFiles Client.

.7 M-Files Server Administrator fecal =) e

| Bie | Action View Window Help -
|4mh | 2 [j »| Hrm

§ Connections to M-Fles Servers  Data Export and Reportng , — N - ———

4 [ local ~
4 |§ Document Vaults Naw Dota’s ame Status

«8 Si'“‘lf:jl & Refresh
':} User Groups
“I= Metadata Structure (Hierarchical View)
4 i= Metadata Structure (Flat View) You can specify data sets to
] Object Types export data for reporting and
#4 Value Lists 3
*= Property Definitions
| Classes

o u Workflows

ot
There are no items to show in this view.

7] Named Access Control Lists
Connections to External Sources
", EventLlog
£ Data Export and Reporting

£ Semplel23 (Offline)

£ TrackerCopy
[# Replicas of Document Vaults
&7 Login Accounts
(B Scheduled Jobs

and publishing reports for M-
Files users.

|

M-Files offers shortcuts to SQL Server Reporting Services if the services are installed. A link to the
specification of the user identity for the report can also be found in the task area.

Reports and their properties in the client software

When a report has been created, it can be retrieved for useFitedClient. For the reports to be
displayed in MFiles,.NET Framework 3.5 Service Paclod.NET Framework 4.@nust be installed
Client Profile is also a suitable sation. When necessary, -Miles will suggest installation, if
installation is possible.

Create a neweport object for the report in the client software (note that you must have rights to
create objects of theeporttype). Specify the report properties:

Report name
Give as descriptive a name as possible for the report.
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Report URL

Give the URL that will be used for retrieving the report from the reporting servicesRite® The

same URL can be used to retrieve tegort in the browser. Note, however, thiis address will not

be displayed in the browser's address field after opening of the report. Refer to the additional
instructions M-Files Reporting Getting Sarted Guide

3.5.1 Attaching the report to the view

You can attaclthe report to, for example, the viedales by customer Proposals by salesperson

With theReportsfunction inViewmenu, you can attache report tadhe view and specify its location.

If you want this setting to apply for all users, select the ogfiommon to all useri the view

settings. In order to define a common view, you need document vault permission for managing the
document vault's common views.

3.5.2 Associating the report object with other objects

You can associate theportobject with other objects, such @sistomer As specified in the

repoting services settings, you can display the report data by customer by selecting a customer from
the list. Then MFiles will show the data (e.gsales by month) for only this specific customer in the
report. When you select another customer, the report will be updated with data related to that
customer. Refer to thelditional instructionsM-Files Reporting Getting Started Guide

3.5.3 Bringing the report up to date

The data in the report displayed will be based on the latest data exported either manually or on a
scleduled basis from MFiles to the reportingervice. If a separate update link was created for this
report in the reporting services, the report can be updated whenever desired from the client software.
Refer tothe additional instructionda-Files Reporting Getting Started Guide

3.5.4 Print and export functions

You can export the report-isto various file formats (for example, PDF, Word, and XML formats).
Note: The report is exported in static form and itresrbe edited in other applicationu can also
use the basic print functions.
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Files (M) » Sales Machine » Latest Searches b Search Results: reports b vl‘yH Search M-Files (M:)

Operations  Seftings  Help

~  Operations »  Settings + =]

Search only: Reports Al Person Yea! [ Panvita rax
“reports L) F—— 3
i
Name Size Date Modified Score Activity Count by Month in Year 2011
Reports (4) Accessed v 1600
@ Completed Sales Pipelines by Vear 5.5.2011 9:07 112893
@ Lead processing efficiency 127.201115:56 102368 1400
| @ Activities 552011 9:08 97500 | 1200
S Test 2142011 15:08 20972 1000
800
600
400
T History 200
&y Make Copy 0
1 2 3 4 5 6 7 8 9 10 111
F Root Dats exported 6302011 3:18:68 PM
w Assigned to Me
wa Checked Out to Me
s Favorites
. Recently Accessed by Me
-
[1 Log Out
=

The reports are displayed in theMles preview mode. You can change the default location by using
the "Location" feature.

s
4y e ) | »
e aad

Activity Count by Month in Year 2011

-~

0

1 2 3 4 5 6 7 8 9 10 11 12 '~

You can open the report in a pop window bydoubleclicking it. The popup window can be
enlarged.
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4.

4.1

41.1

4.1.2

4.2

Improvements to searches

Because of organizations' growing volume of information and the increased number of files and
documents, it is becoming more and more important that finding the right docubesogsick and

easy. Search functions are a core part gfilds, and the new version provides the essential and useful
search results in a better order.

Furthermore, improvements were made in relation to search with different forms of words. Now
searches uh irregular inflections and compounds give better results than before.

Display of the most relevant result first

The easiest and fastest way to use the sdanion is to enter the searslkringin the quicksearch

field. The search then shows you thesired result among the first results. To achieve this order of
search results, it is essential to emphasize elements that are relevant to the user. This section provides
information on the methods that-Mles uses in searches and for offering the malsvant esult for

the search string supplied.

New and common properties

The following information is of primary importance for providing search results:
1. When was this document or other objesated?

2.  When and how many times was the document or othectdajited?

3. When and how many times wagpibcesse@

Using this information, the user is provided with relevant datahenorganization's newest and

most commonly used documentsr other objects. If several years have passed since the creation of
the doament and the document has not been updated for a long time, the document is not considered
very relevant for the user and it is not included among the first search results.

Appearance of the search string in metadata and file contents

In addition to the nformation related to document handling mentioned abovegfpearance of the
searchstring in metadata and/or file contents influences the order of the search results. An item's
location among the search resultsriluenced by the seardtringappeamgin the following:

1.  The name or title of the document or other object
2. Other metadata than the name or title of the document or other object
3. File contents

The name is of special importance because the document or object name often contains essential
information on the contents. Also,-Mles ignores certain metadata that tend to decrease the relevance

of the search mailts. Fulltext search in file contents influenced by, for example, the length of the

file in such a way that the shorter document iggimore importance than the long one when the two
have the same number of matches for the search string. However, the metadata will always be given
greater importance than the file contents in determination of the order of the search results.

Note: The sebf search results is influenced, of course, by the search criteria, which may include
search bthe metadata, file contentsr both.

Definitions that influence the search results may be changed in the registry settings.

Language analyzer improvements related to different forms of words

In many languages, the words are inflected according to their grammatical case or number. It is
important for the user to get the desired search result without entering the word or words in exactly the
form in which they were saved. Earlier versions otMles support searches with different inflected

forms, but version 8.0 is even more advanced in this respect. The examples below show some of the
improvements in the language analyzer:
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42.1

4.2.2

4.2.3

Irregular inflected forms of words in English

You can search with the basic form of the verb, using the searchtesaoh™ for example. The search
results include all objects where the verb is in the basic form or another tense (including, for example,
the forms teach and 'taught). Similar search results can be found with other irregular verbs, such as
"drive," "drove" and 'driven" M-Files gives all results that include the verb, regardless of the
conjugated form.

If your search term isctiterion," the search results will also includéjects whes the word is in its
irregularplural form, 'triteria." This means that you can perform searches with any inflected form of
the word. MFiles will giveyou all results that include a form of the word. It does not matter whether
the inflected fom of the word is regular or irregular.

Compounds in Finnish

In Finnish, words describing the same concept are usually written as compounds, such as
"tavarajuna,” "palvelusopimus and 'tutustumistarjous It may be difficult for the user to remember

or know whether such a word was written in a grammatically correct form (that is, as an unbroken,

singleword compound) when the file was saved. Moreover, if the compound is made up of more than
two words or other words are connected to it, it may be difftcutemember the order in the long

word pairs or compounds used.

In M-Files 8.0, the user can enter all parts of the compound, as separate words or-wosthgle
compound, in the search field. HMiles finds all results, whether the words are written aaraép or
combined words in the document or other object. The search can also be performed with just one word
that is part of the singlerord compound.

Example:

1 paatds vakuutushakemuksestayou can enter the search termsakuutus paatés or
"hakemgpaatos

1 osamaksusopimusritys X:n kanssa you can enter the search terméitys X osamaksuor
"Yritys X:n sopimus

1 Tamperetalon vuokrasopimusy/ou can enter the search termisithperetalo vuokra
1 osto hyvaksyntéou can enter the search terastbhyvaksynta

Thanks to these improvements, the "*" sign is not needed in most cases if one is searching with the
whole root in cases wheie a compound or an inflected form ("sopimus,” "sopimuksia," "paatos,"
"maksu," "maksaminen," "osto," or similar) was used.

non

Full-text search properties: selecting a secondary language

In M-Files 8.0, you can specify not only the primary language but also a secondary language, if the
language analyzer supports the primary language. Language analyzer support covers the
improvementsrelated to irregular forms as mentioned above and splitting of compounds into their
component parts.

Select the most commonly used language as the primary language and, if desired, a less commonly
used language as the secondary language. In practicardéireof these languages does not have any
great influence on the search results.

Note: Selecting a language or languages improves the probability of finding the right search results.
Even if a certain language was not added, thetéuli search gives seilts if words in this language

were used in the search. Selection of a language may be important when one is searching with, for
example, different inflected forms of the word.
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General | advanced

Docurment Vault Properties - Sample Vault

Mame:

Unigue ID:

Full-text search features

Sample Vault
{COF3F908-TEE2-4C57-8B00-1F407C9 24885}

[ Change Unigue ID ]

Primary language: [English - ]
Secondary language: [Finnish v]
[ QK ] [ Cancel ] [ Apply ] [ Help

Specify the primary and secondary language in the vault settings.
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5.

5.1

5.1.1

5.2

5.3

Improvements in usability and some other new features

Improvements were made for-Mles 8.0 in order to make the daily use of the software easier.

Adding new objects directly from the name or title

Usually, contact persons, documents, and projects are assowiditec certain customer. The
custamer is often the main object, with objects of other types being associated with it.

The new version of Mriles offers an easy way to create new-shjects:

1 right-click the main object (e.gCustome) or the related subbject Contact Person Xto
display the New function

1 right-click the object type title of the related objects to display M function

Then the new object that you created is given the same main object value (e.g., the same customer
name) as othesubobjects related to the main object. You can, for example, easily add new contact
persons to a customer, after which the correct customer data will be automatically inserted for these
new contact persons.

If you use this function to create a new abjeia the object type title or stdbject title, you can
create objects of the same type only.

4 51 S&C Southwest Power Scottzdale
4 & Contact persons
& Don Ortiz
& Scott Butler

Mew Contact perscn
Rightclick the object type title of the related objects in order to display a shortcut for creation of
object of the same type.

& Mew Contact person... I

M-Files Server Administration settings

In order for you to be able to use the functions mentioned above, you must specify in the object type
hierarchy that the related sobjects are subbjects of the main object. This definition is specific to
each object type. For example, tBentact persombject type is a subbject of theCustomeiobject

type. For more information, refer to the manOhlect Type Properties / Advanced

The main object values are always inserted by default for the documents, so this specification is not
neessary for thelocumenbbject type.

Number of related objects, by object type

When displaying the search resultsHiles automatically groups the results by object type. The
number of search results for the object type is indicated in the grouping.thNwumber of search

results for the object type is indicated also in the object type titles for the related objects. If a "+" sign
is shown in the object type title, there are more related objects than are displayed (example:
Documents (504)

Functions without checkout

Document management is now easier, since checkout is no longer required for specific functions:

Multi-file documents

You can add and remove files in a miile document without checking it out for editing. Also, you
can rename files wibut checkout. You can also replace a file and convert a-filaliocument that
contains just one file to a singliée document without checkout.
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5.4

5.5

Single-file documents

You can also replace a file and convert a sififgedocument into a muHiile document without
checkout.

Note: If you are saving the file with ti@aveor Save Asunction, the document must be checked out.

Support for AutoCAD 2012

M-Files 8.0 supports Autodesk AutoCAD anédutoCAD LT 2012 (support also for versions
20041 2011) .

Support for TWAIN drivers
Support for all scanneis the marketalso for those using TWAIN dviers in the MFiles Client.
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6.

6.1

6.2

Extended automatic permissions

The earlier versions of Nfiles already enabled definition of various automatic and default
permssions, ad they also provided user definitions based on metadata for use in workflows. In
addition to these permissions,-Mles 8.0 provides extended automatic permissions, which can be
used to specifgven stronger security policies, by means of automatic permiegss for the values

selected in the object metadataAlso users determined by the metadata (i.e., psesdws) can be

utilized in the automatic permissions. These new properties can be used to improve and automate the
use and protgion of documents andtler objects. Also the individual user can be offered more
essential inforraion, decreasing the processing of unnecessary data.

The extended automatic permissions mean thduwe tactual final object receives automatic
permissions when a value with automatjgermissions specified is added to the object.
Phases of implementation of extended automatic permissions

In order for you to be able to use the extended automatic permissions based on the metadata, you
should

1. activate the extended metaddtiven permis®ns by vault if you are updating the vault to
version 8.0

2. activate the automatic permissions for the desired property definitions
3. specify the automatic permissions by value, value list, or object type
The following section provides more detailed informaton the implementation of these properties.

Implementation of extended automatic metadata-driven permissions by vault

In order for you to be able to use extended automatic permissions after updating the vault to version
8.0, extended metadatiiven pernissions must be activated. For new vaults, extended automatic
permissions are active by default and their activation is not needed.

Document Vault Properties @

General | Advanced

Indicate which database enaine to use for storing document vault data.

@) Use Firebird
Define... |

Ise Microsoft SQL Server

Audit trail features
21 CFR Part 11 compliance

Permissions features

Fxtended metadata-driven permissions

QK ] | Cancel Apply Help
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M-Files ==

! You are about to switch over to using extended metadata-driven permissions.
N

This will enable you to configure maore effective security practices via automatic permissions for values
that are selected for the metadata of the documents and other objects. From now on, automatic
permissions start to appear as individual permission settings in the permissions for those objects. In
order to have a spedfic access right such as read or edit access for an object, it must be collectively
gllowed by each individual set {i.e., an intersection).

MOTE: You will not be able to undo this operation.
MOTE: Itis highly recammended that yvou check whether the old automatic permissions yield desired
access rights after proceeding. You must also enable automatic permissions via appropriate property

definitions.

Proceed?

Yes ] | Mo

Activate automatic permissions by vault during the vault update.

Note: You cannot undo this operation.

Note: If you hae specified automatic permissions for values in previous versionsFifel it is
strongly recommended that you check that the permissions are still working as desired.
Implementation of extended automatic permissions by property definition

For you to e able to use the automatic permissions via a specific property, you should allow this in
the property definition's properties. For t@assproperty definition, the automatic permissions are
active by default, so activation is not needed in this case.

Example 1 and Example 2

For theProjectproperty definition, the automatic permissions are activated as follows:

Property Definition Properties - Project @

General | Permissions

MName: Project

Choose from list (multi-select)

Projects Filter...

Filter the list by using the value of the following property:

| (automatic filtering) - |

Sort values in the list in the following order:

|.Ascending by value name - |

All object types

[ OK ] | Cancel | | Apply | | Help |

Do not forget to allow the automatic permissions by property definition.
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6.4

6.4.1

Extended automatic permissions by value list and object type

The actwal final object receives automatic permissions when a value with automatic permissions
specified is added to the object.

You can activate the automatic permissions by value, value list, object type, or class. The following
example describes definition dhe automatic permissions by object type. You can define the
automaic permissions for the value list in the same way.

Example 1: automatic permissions by object type for all projects

You want to activate specific automatic permissions for all projetthel "Advanced" settings for the
Project object type, specify the default for automatic permissions. The specified automatic
permssions are then granted for the actual final object to which the object of this type is added as a
property. When any projec added to the object, this object receives the automatic permissions that
are set by default for tHerojectobject type.

In this example, the projects are used to grant project managers full permissions and give all other
users reagnly access to thesobjects.

Automatic permissions

Detail information on settings on the automatic permissions tab:

Restrict the permissions of objects that refer to this value

Activate the functionRestrict the permissions of objects that refer to this valben you wanto
acivate the automatic permissions.

Use the object's own permissions

You can use the permissions of the associated object (or value), such as a project, as automatic
pemissions.For more informationrefer toUse avalue's or object's own permissions as automatic

permissions

Name

Give as descriptive a name as possible to the automatic permissions set, because this information will
be displayed by the client software.

Specify permissions

You can then specify the atomatic permissions that are always activated automatically for the
object when any project is added to the object's metadata.

Note: If you do not allow any permissions, using this kind of value affects all the permissions for the
object.
Allow users to deactivate these restrictions

You can also specifywhether the users are allowed tbeactivatethe automatic permission
restrictions created via this valusg that the users can delete theggeautomatic permissions if they
so desire.

Then accept theudomatic permissions specifie@lfange and Activate Objects' Permissjons
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Object Type Properties - Project @

General | Advanced |Permissior15 Connection to External Daiﬁbase|

Object type hierarchy

Object types may have hierarchical relationships. Objects of an owner type
(such as Customer) act as owners for objects of a subtype (such as Contact

Person).
Subtypes of thiz object type:
Mame Add...
Remove
[] This object type is a subtype of the following object type:
Default for automatic permissions: [ Define... ]

[ Contents... ] [ Ok H Cancel l Apply

Example 1: The default for the automatic permissions is defined foiPtimgect’ object type.This
function can be found on tH&\dvanced tab.
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Permissions

Autornatic Permissions

Restrict the permissions of objects that refer to this value

[T]Use the object's awn permissions

[T use named access control list:

Spedfy your own security settings

Mame: Full control only for project managers, read access for all
IUsers and user groups
(il internal and external users
%iject Managers
[ Add... ] [ Remove
Permissions Allow Deny
Al £ [l
Change permissions [ [l
Delete | |
Edit [ [l
Read [

[] Allow users to bypass these restrictions

I K, I[ Cancel H Help ]

Example 1: Automatic permissiohgve been activated. Readly access has been granted to all
other users. In this example, thgers are not allowed to deactivdle automatic permissions.
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Permissions @

Automatic Permissions

Restrict the permissions of objects that refer to this value

[[Uze the object's own permissions

[] Use named access control list:

Specfy your own security settings

Mame: Full control only for project managers, read access for all

sers and user groups

rR.ﬂ.ll internal and external users

"4Project Managers

[ Add... ] [ Remove ]
Permissions Allow Deny
Al [
Change permissions O
Delete [
Edit [
Read [

[] Allow users to bypass these restrictions

[ Ok ][ Cancel H Help ]

Example 1: Full permissions are granted to project managers.

i 4

M-Files ==

& ‘You must explicitly enable automatic permissions for each property
" definition.

Currently enabled property definitions:
- Project

Currently disabled property definitions:
- Owner (Project)

- Project (filtered)

- Sirpan testiprojektit

- Sirpa 3

When you have added automagigrmissions to a value, value list, or object typekiMs will display
the property definitions in which the automatic permissions are enabled and those in which they are
disabled. Make sure that the automatic permissions are enabled for the despedydefinition.
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6.5

Note that the specified value must be selected for the explicit property definition for which you have
enabled automatic permissions. In this example, automatic permissions were sePfojatimbject

type and the automatic permigssowere enabled for theroject property definition used for this
purpose.

Note: The valusspecific settings always have priority over the settings made at value list and object
type level.

Extended value-specific automatic permissions

The actual final olject receives automatic permissions when a value with automatic permissions
specified is added for the object.

In addition to permissions by value list, object type, and class, you can definespatific automatic
permissions. You can specify an indival automatic permission for each separate project, class, or
country.

First select the value for which you want to specify a vaecific automatic permission. Next define
the automatic permissions in the same way as when they are defined by valuetjett type via the
Permissiondunction.For more information, refer to the chapfartomatic permissions

Note: If you have specifie@utomatic permissions to values in earlier versions effillls, it is
strongly recommended to check that the permissions are still working as desired.
Example 2: project-specific automatic permissions

If you want to restrict the object's permissimmsaccount of a specific project, select the project and
activate the optiorRestrict the permissions of objects that refer to this valughe automatic
permksions.

You can then specify the automatic permissions that are to be activated automatically for the
object whenever reference to this project is added to the object's melata.

Note: If you do not explicitly allow any permissions, using this kind of value restricts all permissions
for the object.

Note: The valuespecific settings always have priority over the settings for a value list or object type.
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6.6

Value List Contents - Projects El@
Projects
Mame & ID  Permissions New Ite
Austin District Redevelopment 23 Full contral for all internal users _ ——
Central Plains Area Development 5 Full control for all internal users —
CRM Application Development 15 Full contral for all internal users Delete
Development of Legal Records Mana. .. 17 Full control for all internal users
Feasibility Study [ Southwest Power 16 Full control for all internal users Rename
Hospital Expansion {(Miami, FL) 11 Full control for all internal users [ = ]
Initial Land Survey / Central Plains 26 Full control for all internal users
IT Training 24 Full control for all internal users
Leadership Training / OMCC 18 Full control for all internal users
Logo Design [ESTT 21 Full control for all internal users
Logo Design / RMP 23  Full control for all internal users [ Export Values... ]
Office Design & Full control for all internal users
Phila District Redevelopment 25 Full control for all internal users [ Set Filter... ]
Redesign of ESTT Marketing Material 14 Full control for all internal users
Sales Strateqgy Development 19 Full control for all internal users [ Clear Filter ]
Sales Training [ OMCC 27 Full control for all internal users [ Aefresh ]
sirpan testiprojketi 2 30 Full control for all internal users =
Staff Training [ ERP 20 Full control for all internal users
Testiprojekti 1 29 Full contral for all internal users
testiprojekt sirpa 1 31 Visible to HR. department anly
Web Site Graphics for ESTT 22 Full contral for all internal users
i 1 P
[ Close ]

Example 2:Select tle project for which you want to specify the automatic permissions. Next specify
the pemissions for the selected project in the same way as those specified by value list or object type.

Use a value's or object's own permissions as automatic permissions

You can also specify that the permissions of the associated value or object itself, such as a project, are
activated for the document with automatic permissions in use. Then, for example, a house project plan
would receive the permissions of the project thatssociated with the plan. Fotaenple, the project

"House project Heavémay have its own permissions that allow access by the projetgemaand

project group only. When this project is associated with the house project plan, the same permissions
aregranted to the plan. The automatic permissions are then the same as the project's own permissions,
so definition of separate automatic permissions for the project is nasagce

Note: If the associated object or value has automatic permissions viart@epthese automatic
permissions are not transferred to the actual object.
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6.7

Permissions @

Automatic Permissions

Restrict the permissions of objects that refer to this value

[¥]ize the object's own permissions;

LIse named access control list:

Specfy your own security settings

Full control only for project managers, read access for all

sers and user groups

rfb}:'a.ll internal and external users
T}Pru:uject Managers

o
]
L

1=
m
=]
m

Permissions Allovwe Dery
All

Change permissions

Delete

Edit

Read

[] Allow users to bypass these restrictions

[ Ok ][ Cancel H Help ]

Select the option "Use the object's own permissions" when you want to use the associated object's own
permissions as automatic permissions.

Objects' automatic permissions taking effect

When you have activated the automatic permissions in the property definition and by value, value list,
and object typeM-Files automatically changes the permissions of the existing or new objects
whose metadata content includes a value specifyiagitomatic permissions

Note: The value using automatic permission must be selected for the property definition for which you
have enabled the automatic permissions.
Example 1: automatic permission for objects via any project

In the chapter 6.4ve defing a default for the automatic permissions (all permissions given to project
managers and readnly access to all other users) of tRmject object type.Then the actual object,
such as a project plan, is granted these permissions when any project istedsuoith the project
plan.
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¥ Properties - Agenda - Project Meeting 4/2006.doc (Document)
General | Properties |WOrkﬂow I Comments I Permissions | Notiﬁmtions|
Class: . Agenda -] -
() Multi-file document '
@ Single-file document File extension: | doc 2l
Properties:
Mame or tite: Agenda - Project Meeting 4/2006 *
Event date: [¥]15. 5.20086 B~
Document date: 5. 3.2006 E-
Meeting type: . Project meeting - .ﬁ
Praject: Austin District Redevelopment] MED
Keywords:
Description: " 1
Created: £.7.2007 12:19 :
Created by: Tina Smith {Tinas) -
Last modified: 9.7.2007 17:03 T
Last modified by: Tina Smith {TinaS) = i
ID and version: 1D 243, version 5 (Document)
(0 0] o Came ) [ s

Example 1: Any project is associated to the document.

&Y Properties - Agenda - Project Meeting 4/2006.doc (Document)

| General I Properties | Workflow I Cornmems| Permissions |Noﬁﬁmtions|

Selected permissions

Source Description Active

N pustin District Redevelopment [Project] Full control only for project managers, read access for all -
Ifa'l'his object Full contral for all internal users

< m | b

A spedific permission must be granted by all active
settings in order to be effective. —

Effective permissions

The information shown below may not be up to date until you apply the
changes on the server.

User Read Edit Delete  Chan... |
3 (current user) v EI
a Alex Kramer v
4 Andy Nash v v v v
24 Bl Richards v 8
-y

Show: All users -

D0 Cx el =

Example 1: The automatic permissions that are granted via a project are displayed under "Selected
permissions" on the "Permissions" tab.
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6.7.1 Selected permissions

On thePermissionstab for the object, the user can check the permissions that influence the final
permissionsof the object.In order for any specific permission, such as read or edit access, to be
granted for a specific user, all of the permissions in effect| levals, must allow it simultaneously.

The object may have its own permissions, amday also have different automatic permissions via the
properties. Any given permission must be granted by all these settings in order to be effective. For
more informaion on internal restrictions to permissions and valid permissions, re@dvaoter 7

Source

The "Source" column indicates the source from which the object has received a given permission. In
the example, the object has automatic permissions granted via the pRijeietcf name [Project])

and the object's own permissiofidis object. Both of them restrict the final permissions of the

object.

Description

The "Description” column provides descntitext for the permission. Note: If you have created an
automatic permission by value, value list, or object type and named it, the name is displayed in this
column.

Active

If the users have been allowed to deactiviite automatic permissions when spgciff automatic
permissions for the value, value list, or object type, the user can deactivate the automatic permissions
granted via the value by deselectitigg permission in questionThen the permission is not active
anymore and it does not influence thbject's final permission&/ou can also use the functidwse
simplified permission§ you want to deactivate all automatic permissidifisallowed for all active
automatic permissions).
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7. Internal restrictions to permissions

As mentioned above, an objentay have various of its own permissions and also automatic
permssions granted via propertidsis important to notice thatll these permissions restrict the use

of the object when the extended automatic permissions have been activatéa order to grah
specific access, such a=sad or edit access, for a certain user, all settings must allow it simultaneously.
That is, any given permission must be granted by all active settings in order for it to be effective.

Example 1: automatic permission for objects via any project

The access that was specified for the object itself may cover full control of the document for all users
while the automatic permissions via a project may restrict use of the document such that full control is

granted to project managessly and all other users have realy access.

3% Properties - Agenda - Project Meeting 4/2006.doc (Document)

| General I Properties | Workflow I Comments | Permissions |Noﬁﬁations|

B8

Selected permissions

Source Description Active

A pustin District Redevelopment [Project] Full control only for project managers, read access for all
Ca This object Full control for all internal users

=l

4 | m

}

A spedfic permission must be granted by all active
settings in order to be effective.

Effective permissions

The information shown below may not be up to date until you apply the
changes on the server.

User Read Edit Delete  Chan... Ll

1 (current user) ” |E|

3 Alex Kramer )

3 Andy Nash v « v v

3 Bill Richards v 8
-y

Show: All users —

Check Out E E] [ o Apply

Example 1: Ability of automatic permissions via a project to restrict an object's own permissions (This

object)
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Example 3: Internal restrictions to permissions

The user has sdtll control for all usersof the object Via the class, the object was granted
permssions that givéull control to the management and readly access to all other usefBhrough

the safety class property, the object was granted permissions théalbo@ntrol to the manageme

and edit rights to the HR departmeince any given right must be allowed by all of these settings in
order to be valid, the settings mentioned above restrict each other such that the following permissions
are ultimately valid: full control for the magement, readnly access to the HR department, no rights

at all for other users

The final restrictions are always determined by the strictest settings; thitssttings must allow
the permissions simultaneously in order for them to be effective

The object's own
permissions

Permissions granted
via the class

Full control for
the managment,
readonly access
for HR, no

access for all
others

Permissions granted
via the safety class

property
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7.1 Checking the effective permissions by user or access right
From thePermissiongab, you can easilgheck the effective permissions by user or access right.

I o

¥ Properties - Agenda - Project Meeting 4/2006.doc (Document)

| zeneral I Properties | Workflow | Comments | Permissions |Nnﬁﬁmﬁnns|

Selected permissions

Source Description

..nust'm District Redevelopment [Project] Full control only for project mana
I:E This object Full control for all internal users
4| I | b

A spedific permission must be granted by all active
settings in order to be effective. —

Effective permissions

The information shown below may not be up to date until you apply the
changes on the server,

Iser Edit Delete  Chan...

3 (current user)

a Alex Kramer

a Andy Mash

& Bill Richards

a John Stewart

a Jonathan Lockhart
a Kimberley Miller
a Mike Taylor

4 MOTIVESYSVevsir
a Samuel Lewis

a Tina Smith

a Tommy Hart

LS
LS
LY

4
4
LY

L A A A A S S S S -
[¥1]
(=%

Show: All users -

CheckOut | (JD) [ox ][ cancel Apply

In this example, the user has chosen to display all users and their accéss righ
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¥ Properties - Agenda - Project Meeting 4/2006.dec (Document)

|General I Properties | Workflow | Comments | Permissions |Nuﬁﬁcaﬁuns|

Selected permissions

Source Description

f_-;:,ﬁ.usl:in District Redevelopment [Project] Full control only for project mana
.:';This object Full contrel for all internal users
4 0 P

A spedfic permission must be granted by all active
settings in order to be effective. —

Effective permissions

The information shown below may not be up to date until you apply the
changes on the server,

Iser Read Edit Delete  Chan...
1 Andy Nash ) o o >
3 Samuel Lewis o ) o o
Show: Users with edit access [ -

[ Chedk Cut ] E] B [ QK ][ Cancel ] Apply

In this example, the user views users who have edit access only.

7.1.1 Changing the final permissions of the document or other object

Because all permissions restrict the use of the objects, changes to final access righthade ibe
different ways. Irthe M-Files Qient, you can change accegshts as follows:

f You can change the object's own permissions fromRéanissionstab. If the object has
permisions granted via properties, tBetails button is displayed on theermissiondab. The
button carbe used to change the object's own permissions (first aclikietebject.

1 If deactivation of the automatic permissions is allowed, you can deactivate the automatic
permssions by property.

1 You can change the object's properties via which automatic g@omé were granted to the
object (if allowed).You can also use the functidgse simplified permission$ you want to
deactivate all automatic permissions (if allowed for all active automatic permissions).
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1 If you cannot change the permissions or propsréissociated with the object itself and the
aubmatic permissions granted via them, you should contact the administrator for changes of

access rights.

-

¥ Properties - Agenda - Project Meeting 4/2006.doc (Document)

| zeneral I Properties | Workflow | Comments | Permissions |Nnﬁﬁmﬁnns|

Selected permissions

Source Description

:,é,mlstin District Redevelopment [Project] Full control only for project mana

1 This object Full control for all internal users

i | m | b

A spedific permission must be granted by all active

settings in order to be effective.

Effective permissions
The information shown below may not be up to date until you apply the
changes on the server,

Iser Read Edit Delete  Chan...

3 Andy Mash " o o »

3 Samuel Lewis o o o v

Show: IUsers with edit access -

[ Check Qut | E E] | ok || cancel || appy

You can find the object's own permissions via the "Details" button.
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8. Automatic definition of users on the basis of metadata
(pseudo-users)

"Automatic users" based on the object's metadata could already be utilized in workflows of version
7.0. For example, a person who has been specifidgpnoved byin the object's metadata may have

been specified autortieally as the person to whom the task is assigned. With this approach, the
assignment was not dependent on a designated person and was instead automated and associated with
a property of the actual object (e 8pproved byCreated byor Last modified ).

In version 8.0, theseisers defined by metadatacan be specified in a broader scope via the
propeties. These users are also known as psesdes. Definition of pseudasers does not require
any implementation of extended automatic permissions.

You can specify pseudasers directly for the object and use these automatic pseads for
aubmatic permissions and named access control Pseudeusers that are specified via properties
can also be used in workflowghen youwant to specifyjpeople forassignmentssend a notificatioito
users, or dfine permissions for different states.

You can specify pseudasers via only those properties that are baseduseesor User groupsralue
list.

For example, you can specify that the project manager fertairc project always has access to an
object if this project is indicated in the object's metadata. Then the project manager information is
automatically delivered to the object with the project and, on the basis of automatic permissions, the
user is grated project manager access rights to the object. In case the project manager is changed, the
project manager information can easily be changed for the project. This information is transferred to
the documents or other objects, so updating their projecageaninformation separately is not
necessary.

You can also perform multilevel user definitions via properties. For example, you can search for the
responsible salesperson via the project and customer. Then the customer has a specified responsible
salespemn and the customer is associated with a certain project. In this way, the information on the
responsible salesperson is kept up to date constantly, because it is associated with the customer instead
of each separate document. You can specify acceshdse pseudasers by object or utilize them

when defining the automatic permissions.

I 2]

Select Users or User Groups @

Users or user groups:

; Alex Kramer {(Alexk) -
1o,

1} All internal and external users
& Andy Nash {(AndyM)

& Bil Richards (BilR)

TLHR department

; John Stewart (Johns)

m

; Jonathan Lockhart (Jonathanl)
; Kimberley Miler (Kimberleyh)
& Mike Taylor (MikeT)

- .

@) User from metadata:

Praoject.Project Manager -

[ Add ] | Close |

Select "User from metadata" when you want to specify psesels. You can find this dialog via the
"Add" button. The project manager information retrieved via a progeselected here.
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You can specify automatic permissions and utilize the psaséo definitions in, for example, the
"contract of employment" class, which grants specific rights automatically to, for example, an
employee's supervisor. In this example, thepervisor is automatically found with the employee
information and this person is granted the appropriate rights. If the employee's supervisor changes,
these rights are automatically granted to the new supervisor.

In this example, employee is an actubjest type, so a separate property is required for the user
information based onEsersvalue list.

Class Properties - Employment Agreement @

| zeneral I Templates | Permissions | Automatic Permissions

Restrict the permissions of obhjects that refer to this dass

[TUze the dass’ own permizsions

[] Use named access control list:

Specfy your own security settings

Mame: HR. team + employee + supervsior

sers and user groups

r‘RHR department
'ﬂpmject Managers

L= Frployee, Supervisor, User identity

EEmployee. User identity

[ Add... ] [ Remaove ]
Permissions Allow Deny
Al ]
Change permissions [
Delete [l
Edit [l
Read o

[] Allow users to bypass these restrictions

o) Cama [ om0

You can utilize the pseudser definitions in the automatic permissions.
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9. Other improvements in permissions

9.1 Default permissions for new objects

You canspecify the default permission for new objects by type. When you create an object of this
type, the new object is given these default permissions.

I =

Object Type Properties - New Object Type @

General |Ad'u'anr_ed | Permissions I Connection to External Dambasel

Mame (singular): (such as 'Customer’)
Mame (plural): (such as 'Customers”)
Tcon: Import... ] Use Default

|sers can create objects of this type
Show the creation command in the task area
|| Ohjects of this type can have files

The types of objects that users can browse for objects of this type:

Mame -

O |ﬂ Assignment

D ﬁ. Contact person

[T &2 customer

["| ®==Document

[ .u Document collection
[ Employee il

m

Default permissions for new objects:

[Full control for all internal users P ] E]

[ Contents. .. ] [ )4 ][ Cancel ][ Apply ][ Help ]

Specify default permissions for the new objects as desired.
Note: Also the object's own permissions restitihe final valid access rights in the same way
permisions granted via metadata (properties) do.

9.2 Separate delete access

In M-Files 8.0 and more recent versions, edit access is divided into sepditaiad deleteaccess

rights. This way, the user can lgeanted edit rights while deletion rights can be restricted. Note:
Deletion access does not include any other rights, and edit permission does not encompass any
deletion rights.
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Permissions
General

[] Use named access control list:

Spedfy your own security settings

Users and user groups
*EAJI internal users

[ Add... ] [ Remove
Permissions Allow Deny
Al [ [
Change permissions [l
Delete [
Edit [l
Read O
[ Ok ] [ Cancel ] [ Help ]

All users have edit and read access but not delete or permission chaegs.acc

Additional Conditions
Spedfy the additional conditions that objects must meet in order to be shown in search results.
Look in different inflected forms of the words in Quick Search

[] Look in all versions

Show latest version

| Status I Properties I Files | Permissions |

Property COperator Value

[C] €3 visible to user/group | indudes | =]
[C] €3 Editable by user jgroup ;I indudes ;I ;I
1 Deletable by userfgroup ;l indudes ;l j
[C] €% permissions changeable by user_-"u;;l indudes ;I ;I
(O] €3 Full control by user faroup =] indludes =l =]
[C] €% Access control list ;I is ;I ;I
[ Add Condition ] Remove Condition

[ Reset Conditions ] [ Ok ] [ Cancel

You can also use the property "Deletable by user/group” in the additional conditions.
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9.3

9.4

9.5

User Groups value list

Now the user groups also have their own value list. This means that user groups can also be specified
as pseudaisers via the properties. &glousers can be defined for use only via properties that are
based on dJsersor User groupsvalue list. You can utilize the'User groups value list for such
operations as specification of the pseuders.

"Current user” versus pseudo-user "Created by"

The extended automatic permissions and switching to them creates some restriction€ torém "
user" In consideration of the pseudser extensions, it is recommended to replacedheent uset
with, for example, the pseudsser ‘Created by' Thenthe user information has a stronger tie to the
object's metadata.

Other improvements in permissions
In addition to those mentioned above, the new version offers the following improvements:

1 Changes made to the named access control lists are transfdireabjects.

1 The permissions of the latest checkedrersion also influence those of the older versions by
default. You can use the older version to ignore the permissions of the version checked in most
recently.

F- "

né“ Properties - Proposal 7704 - Tennessee Land Surveyors (Mashville).doc (Doc... @

| General I Properties | Workflow | Comments | Permissions |Nuﬁﬁcaﬁuns|

Selected permissions

[Full control for all internal users v] E]

Effective permissions

The information shown below may not be up to date until you apply the
changes on the server,

Iser Read Edit Delete

LS

3 Andy Mash (AndyM)

‘4 Bil Richards (BilR)

3 John Stewart (Johns)
:1 Jonathan Lockhart (2...
3 Kimberley Miller (Kimb. ..
‘& Mike Taylor (MikeT)

‘4 MOTIVESYSevsir

3 Samuel Lewis (Samuell)
3 Tina Smith (Tinas)

3 Tommy Hart (TommyH)

L A A . L T O U O O S S
[*1)
=

L T T T e L T Y
L S T T T T T Y
L R T T T T T T T Y

Show: [AJI USErs -

Ignore the permissions of the latest checked-in version for this version

e,
L=

ck Out EE][ oK ][ Cancel ][ Apply ]

You can ignore the permissions of tatest checketh version on a versiespecific basis.

L
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10. FDA 21 CFR Part 11 compliance

Companies using NFiles can manage their documents and processes efficiently and with quality. M
Files can be used for compliance with various specifications, good manirfggbractices, general
procedures, and documentation per standards. MoreovEilell provides functions to manage and
monitor general documents associated with daily business.

M-Files also meets the special requirements related to records and follaviags specifications
and standards. For example;Aes complies with the following standards and guidelines: the ISO
9000 series, FDA 21 CFR Part 11, EU GMP Annex 11, HIPAA, and Sariades.

M-Files sypports theadministration of electronic records and signatures in compliance with FDA

21 CFR Part 11 This involves maintenance of the detailed audit trail of actions performed on the
documents, secure monitoring of individual actions, and certification of electronic signatures with
usernames.

The 21 CFR Part 11 compliance module is available for a separate fee. The 21 CFR Part 11
compliance module includes event logging extensions and electronic signature functionality. Besides
this, event logging in version 8.0 has new features that do not relgeigd CFR Part 11 compliance
module. These new features related to event logging and electronic signature are presented in the
following section.

10.1 Updating of the license code and activation of the vault for compliance

For activation of the 21 CFR Part thmpliance module, the license code must be activated in the
system. The license is provided on a subscription basis. Activate or update the license cédesn M
Server Administrationlicense Management

In addition to this, properties of the audaitrmust be activated that are specific to the vault. Select
the vault for which you want to activate these features and, oAdw@ncedab, enableAudit trail
features:21 CFR Part 11 complianceElectronicsignatures are automatically enabled in cotiaac
with activation of the license code, without any vaéecific activation.

Document Yault Properties - Sample Yault @

General | Advanced

Indicate which database engine to use for storing document vault data.

@) Use Firebird
Define... |

|se Microsoft SQL Server

Audit trail features
J1221 CFR Part 11 compliance!

Permissions features

Extended metadata-driven permissions

K. ] | Cancel | | Apply | | Help

Activate the desired vault to be compliant with 21 CFR Part 11.
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10.2 Event Log

10.2.1 Extensions to the basic event log functions (the CFR module is not required)

Showing eventsiXXXX

You can browse the events page by page by using the arrow icons. A single page can display max.

10,000 events.
Define Filter

You can specify the events to be displayed in the list by either object type or object ID.

Export

You can export and archive all selected events in XML file format.

Delete events IXXXXX

In addition to being able to delete all events, you can select events for listing on the page and delete

them ( this does not apply to filtered lists).

:ﬂﬁ' M-Files Server Administrato

I} Eile Action View Window Help
e |7E = HE

\fl Connections to M-Files Servers
4 [ Local Computer
4 [d Document Vaults
« [ ENG
2 Users
T, User Groups
i "= Metadata Structure (Hierar
» i= Metadata Structure (Flat Vi
s Workflows
=] Named Access Control List
I+ =L Connections to External So
|=} Event Log|
& Replicas of Document Vaults
& Login Accounts
(B Scheduled Jobs

B Event Log

o Event Logging
Enabled
Disable

Showing events 1852 -
2267

K<2>M

P Define Filter...

e Export...

K Delete Events 1852 -
2267

2 Delete All Events

Event
ElLogin
=l Logout
ElLogin
=l Logout

(=} Vault variabl...

ElLogin
=l Logout

(=} Vault variabl...

ElLogin

- =l Logout
(=} Vault variabl...

ElLogin
=l Logout

(=} Vault variabl...

ElLogin
ElLogin
ElLogin
PRl

Event ID
2267
2266
2265
2264
2263
2262
2261
2260
2259
2258
2257
2256
2255
2254
2253
2252
2251

Ameo

Date

8.4.2011 8:51.07
54.2011 10:26:22
54.2011 9:34:.05
54.2011 9:34:.05
54.2011 9:34:.05
54.2011 9:33:47
54.2011 9:33:46
54.2011 9:33:46
54.2011 9:23:53
54.2011 9:23:53
54.2011 9:23:53
54.2011 9:22:34
54.2011 9:22:34
54.2011 9:22:34
54.2011 9:20:06
3.4.2011 0:02:10
3.4.2011 0:00:34

A4 mmaa A A A

E‘

Extended Event Log functions.
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10.2.2

10.2.3

Detailed information on an individual event (the CFR module is required)
Event Detailprovides detailed information on the saved changes.

LT7 File Action View Window Help . [-[=] x]
= #xE = H@

¢ Connections to M-Files Servers

{| 4 (¥ Local Computer Wi 1 Event EventID Date | !
vent Loggin
4 [3 Document Vaults : gging & Login 1700 26102010 s
4 a ENG nabled
2 Users Disable £l Logout 1699 26.10.2010
R User Groups =hLogin 1698 26.10.2010 E
» "5~ Metadata Structure (Hil| showing events 1659 | vODIECt changed 1697 26102010 _
> = 85y 26.10.2010
event Detas N o besozon
26.10.2010
Document or other object changed [ [g6-10-2010 §
26.10.2010
EventID: 1597 [126.10.2010
Event time: 2010-10-26 12:45:25.619 1 26.10.2010
User: Veikko Juusola 2l
26.10.2010
Object Information 26.10.2010
6.10.2010
Title:  Drawing 1 to be reviewed.doc
1D: 375 =
Type: Document 1
Version: 5
Files
Filename Version (5;;5} Created Accessed Changed
Drawing 1 to be Q I 2004-11-25 2010-10-25 2008-06-10
reviewed.doc 12:54:45.558 13:26:43.043 13:06:41.775
Properties
Changed Name Value 0ld Value
Accessed by me 2010-10-26 12:45:25,541 2010-10-26 12:45:25,541
Class Drawing Drawing
Class groups
Created 2010-10-26 12:39:25.520 2010-10-26 12:35:25.520
Created by ﬁmm J’ES‘uuw(S\Tuuva') Veikko Juusola (MOTIVESYSjuuvei)
Customer
Description
Document date
Drawing type
* Favorite view 15
Keywords CFR Part 11 test CFR Part 11 test
* Last modified 2010-10-26 12:45:25.440 2010-10-26 12:44:20,400 -

cran | o
In order to view more detailed event information, you must have the CFR module activated.

Number of events, and event types

If the CFR module is in use, the event log records all events, without any restrictions (when the server
mode allows). Otherwise, the-Miles server removes the oldest events automatically if the number of
the events exceeds 10,000.

M-Files offers a versdé event log, but several new event types that can be covered by logging are
enabled with the CFR module.

Additional event types when the CFR module is in use:

1 User created

1 User modified

1 User deleted
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User group created

User group modified

User group deled

Property definition deleted
Object undeleted

Event log exported

Event log cleared
Restoration from backup completed
Signature settings added
Signature settings modified
Signature settings deleted
Vault variable modified

Document vault created

= =4 -4 A4 -4 -4 A _Aa -8 -2 _a -2 -2 -2

Documentvault created as a copy of another vault

10.3 Electronic signatures

The electronic signature offered by the 21 CFR Part 11 compliance module expands the versatile
workflows of M-Files the state transition can be certified with a usernameThis function can
easily be used to certify, for example, approval of documents.

10.3.1 Electronic signature for the workflow state transition

Select the state to whose transition you want to add the electronic signature, and &lidik hié&on.
SelectState Transition®n the Sate TransitionPermissionstab in State PropertiesActivate the
optionSpecify the allowed state transitions one by. @sect the desired state transition, and click the
Permissions and Signatubaitton.

State Transitions - Checked, awaiting approval @

Specify the allowed state transitions one by one

Allowed transitions:

From State To State Permissions Signature a~
Received, awaiting checking Checked, awaiting approval All internal users (allow) B
[ Approved Checked, awaiting approval
[ Paid Checked, awaiting approval =
[[] rejected Checked, awaiting approval
[[7] checked, awaiting approval (no state)

[[7] checked, awaiting approval Received, awaiting checking B
Chedked, awaiting approval Approved Project Managers (allow)

[[7] checked, awaiting approval Paid

1 | mn | »

[ Permissions and Signature. .. ]

[ OK, J[ Cancel ]

Select the desired state transition, andkctize "Permissions and Signature" button.
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Select theElectronic signaturetab and define the signature.

1. Enable the electronic signature for the state transition by sel&®siupgjre electronic signature for
this state transition

2. Signature meaning You can edit and add the desired information here (maximum number of
characters: 500). Note: This text (placeholders will be replaced with correct data) is shown to the user
who approves the state change with the electronic signature.

3. Signature manifestation You can edit and add the desired information here (maximum number of
characters: 500). Note: This text (placeholders will be replaced with correct data) is shown as a
sigrature property value in the metadata.

4. Save to property. Select the propéy that the signature defined is associated with. Then the content
(manifestation) of the signature that has been defined is displayed as the property value in the object's
metadata. By default, Miles offers the property definitiorSignature manifestan.” Alternatively,

you can create a new property definition to be used for the signature.

Note: If you first create a property in tReoperty definitionsnaterial, specify its permissions in such
a way that the users can see the property used irgthetsies but cannot edit it.

If necessary, you can restore the default settings witRélséore Default Settindignction.

State Transition: Checked, awaiting approval -» Approved @

|Permissiuns Electronic Signature |

Reqguire glectranic signature for this state transition

Signature meaning:

By moving this document from state '%SIGNED_FROM_STATE® to state -
'%SIGNElD_TO_ST.ﬁ.TE%' I confirm the document content to be ready for
delivery.

Signature manifestation:

LLSIGMED _AT%: %eSIGMNED_BY %: '%%SIGMED_FROM_STATEY -= »
"2eSIGNED_TO_STATE'

Save to property:
ISignah..lre manifestation v]

I Restore Default Settings I

Ok H Cancel H Help

The electronic signature data.
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10.3.2

10.3.3

I =

¥ Electronic Signature @

This state transition requires an electronic signature.

By moving this document from state 'Checked, awaiting approval to -
state '‘Approved' I confirm the document content to be ready for
delivery.

Add an electronic signature by entering your credentials and pressing the Sign
button.

Username: Administrator

Password:
Domain: DEMOSERVER| Cancel

The meaning of the signature is displayed to the user with the electronic signature.

Project Agreement - ESTT Created: 06.07,2007 11:39, Tina Smith (Tinas)
Contract or Agreement ID 294, version 12 Lazt modified: 09.03.2011 14:06, Mr Demo (DEMOSERVER \Administrator)
Document date: 10.11,2004 Signature manifestation:
Effective through: 31.10.2009 09.03.2011 14:06:24 Mr Demo

Customer: ESTT Corporation (IT) (DEMOSERVER \Administrator): Draft’ -> 'Accepted

RGPP Partnership Workflow: Document Review

The sign&ure content (manifestation) is displayed in the object's metadata. When one is defining this
signature, the default property "Signature manifestation" is selected as the "Save to Property”
propaty.

Property definition for the signature

M-Files offers itsnew builtin property definition Signature manifestatidrby default as &ave to
Propertyproperty.

Note: If you use the same property for signatures of all state transitions in the workflow, such as the
default property Signature manifestationyou an see only the latest signature manifestation in the
metadata of the object's latest version. Other signatures with their contents (manifestations) can be
found via the relevant object's version history.

You can also create a separate property defindfoyour own for each signature of the relevant state
transition in the workflow. Then you can see all of the properties created and their signature content
(manifestations) in the metadata of the object's latest version.

Note: If you first create a propgrin the Property definitionsarea, specify its permissions in such a
way that the users can see the property used in the signatures but cannot edit it.

Insertion in an Office document (Word, Excel, and PowerPoint)

The signature contents (manifestation) e added to an Office document in the same way as other
M-Files properties.

When the user selects the added property from the list, the property name, such as the name of the
built-in property ‘Signature manifestatighis displayed. This is why it isscommended to make the
name of the property as unambiguous as possible.
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When the property is selected,-Rles automatically adds the actual signature manifestation to the
document. You should bear this in mind when you define the contents of the signatur

,E;“ﬂ\ H ) - = Project Agreement - ESTT [ID 294).doc [Compatibility Mode] - Microsoft Word Picture Tools
—/ Home Insert Page Layout References Mailings Review View Developer M-Files Format
~ -
i — ) =]l ;
/ A T s
o |19 A o BB
Openfrom Save Explore Check Check Undo Compare Insert Properties
M-Files = - M-Files Out In Checkout Property
File Document Properties

Phasellus rhoncus justo viverra nisl vulputate sodales. Vivamus sed turpis a turpis scelerisque
dictum. Vivamus nisl neque, lobortis at, malesuada non, tincidunt in, metus. Sed nec est at erat
bibendum viverra. Donec a justo nec tellus lobortis condimentum. Vivamus elementum
bibendum tortor. Vivamus nisl neque, lobortis at, malesuada non, tincidunt in, metus. Sed nec
est at erat bibendum viverra. Donec a justo nec tellus lobortis condimentum. Vivamus
elementum bibendum tortor.

This document is electronically signed:

| 09.03.2011 14:06:24 Mr Demo (DEMOSERVER'Administrator): 'Draft' = 'Accepted’

The signature content (manifestation) can be added to Office documents by means of the "Add
Propety" function.

Note: If the signature is inserted in the Office document and you want to cancel the state transition,
you should cancel it manually by reming the property value (signature manifestation) or the
propety itself, in order for the cancellation to apply for the document. In most cases, rolling back this
kind of state transition to the previous state requires system administrator rights.

10.3.4 Electronic signature of objects

If an electronic signature has been defined for the state transition, the signature is always required for
the user before the change in state. In order for the state to change, the object must be checked in.
Change of state thaiequires a signature can only be done one object at a @nlg users using
Windows authentication can perform state changes that require an electronic sigimgtwser adds

an electronic signature to the state transition by entering his or her iderfication data and

logging in. The electronic signature does not refer to an electronic "fingerprint”; it always requires
entering the user identification and logging in.

M-Files can also be used to address other standards, quality management systems,
compiance requirements, guidelines, and procedures and processes in different fields. Log
entries, audit trails, version history, and electronic signatures form one set of functions that
M-Files can offer. To find out how-Hiles can support your business dymplying with
applicable standards and specifications, please contact as at saldg&®mom.
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11.

111

M-Files Mobile Access

Functions on a mobile device

M-Files can novbe accessed on mobile devichbs¥iles Mobile Accesgnables intuitive readnly
access toacuments stored in a vadljust point your web browser on your mobile device toNhe
Files Mobile Access URIfor more information, refer tdllowing M-Files Web Access for mobile

use.

The following setion describeghe mobile access, with screen shassan aidin addition to these
functions, yowcan also mark as complete an assignment and also change state of a vaw kfiehv
as add commends

s Sonera 3G

10.0.0.124/m/login.aspx C “

x Select Vault

il Saunalahti &  12.39 =

12.58 72%

Username:
Password:
Domain:

IT Support

M-Files HR Demo

Windows user .llaw

Motive

Sales Machine

Tracker

Logging in. Vault selection.
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Vaultspedfic functions. Objectspecific functions.

Search. Search results.
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